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Overview

In this session the following elements will be

discussed:

1. Definition of Cyberspace and Cyberterrorism

2. Examples of Cyberspace

3. Contemporary use of Cyberspace in Terrorism



Definition of Cyberspace

▪ The term ‘Cyberspace’ is said to have been coined by an American

fiction writer William Ford Gibson in his book Burning Chrome from

1982. He defined the term ‘widespread, interconnected digital

technology.

▪ Other experts in this area have defined Cyberspace as “a global and

dynamic domain (subject to constant change) characterized by the

combined use of electrons and electromagnetic spectrum, whose

purpose is to create, store, modify, exchange, share and extract, use,

eliminate information and disrupt physical resources.”



Definition of Cyberterrorism

▪ The Centre for Strategic and International Studies defines it as the “use

of computer networks to shut down critical national infrastructures or to

coerce or intimidate a government or civilian population.”

▪ Under domestic law, the concept is defined under Section 10 of the

Prevention of Electronic Crimes Act, 2016 (PECA) which defines

cyberterrorism as acts done (as specified in Sections 6, 7, 8 or 9) with

the intent to coerce or intimidate the Government or a section of the

public to create fear and insecurity; advancing inter-faith sectarian

hatred; advancing the objectives of organizations or individuals

proscribed under law



Examples of Cyberspace

▪ Telecommunication devices used to communicate between systems.

E.g., handheld devices such as smartphones/tablets, computers,

servers, etc.

▪ Computer networks where a group of two or more computer systems

are linked to one another. These include computers which are in close

proximity to one another (commonly referred to as LAN), those which

are connected remotely through telephone lines and radio waves

(commonly referred to as WAN)

▪ Internet and all associated activities (e-mail, social media, encrypted

messaging applications, dark web, cryptocurrencies etc.)

▪ Local Area Network

▪ Wide Area Network



Contemporary Use of Cyberspace 
in Terrorism

Terrorists use cybespace for the followng purposes:

1. Propaganda

2. Recruitment

3. Terror financing

4. Training

5. Planning

6. Communication and Coordiantion



Propaganda

▪ Propaganda in the cyberspace domain may be

defined, in plain terms, as the proliferation of content

which can take the form of audio, video, text-based

magazines and journals and even video games.

▪ The dissemination of such content takes place

through inter alia websites, dedicated chat rooms,

online magazines and social media.

▪ Propaganda may be done to gain support and

advance the stance of terrorists or to invigorate

hostility towards a particular belief.

▪ It can also take the form of creating panic among the

populous through videos of admission of

responsibility – as was done by the ISIS in the recent

Sri Lankan Easter bombings, or the livestream of the

Christchurch shootings in New Zealand.



Propaganda

▪ The mere spread of such propaganda would not

qualify as an act of terrorism until for such time as it

is accompanied with the requisitemens rea.

▪ For the purposes of the Anti-terrorism Act, 1997

(ATA), the offence is codified within Section 6(p) but

must also possess the mental element codified in

Section 6(b) or 6(c).

▪ Cyberspace domain has given terrorists easy access

to a global audience and there have been many

instances of blogs, daily press releases, distribution

of audio and video messages and even online

periodicals by terrorist organizations.



Recruitment

▪ The Internet is one of the most commonly used tools

when it comes to terrorist recruitment.

▪ Gabriel Weimann from the University of Haifa notes

that almost 90 percent of recruitment done by

organized terrorist groups is through social media.

▪ Many Facebook users do not confirm the identity of

those that they befriend, making it easier for terrorist

entities to proliferate their messages.

▪ In 2010, for example, a US citizen was indicted on

charges of recruiting men and women in the United

States, Europe and South Asia to ‘wage violent jihad’.



Terror Financing

▪ Now-a-days, terrorists utilize “technologies or

products such as social media payments” for the

movement of their funds.

▪ Globalization and modern techniques of transfer

have made both the raising and the movement of

terrorist funds faster.

▪ Terror financing is also done through digital

currency known as ‘Cryptocurrency’.

▪ The US Department of the Treasury’s Financial

Crimes Enforcement Network defines it as ‘a

medium of exchange that operates like a currency in

some environments but does not have all the

attributes of a real currency.



Terror Financing

Benefits of Digital Currency:

▪ There is no requirement of the currency being linked

to a real identity. Instead it relies on virtual identities

used for transactions.

▪ Transfers can be made from any electronic device.

▪ There is no middle-man such as a financial institution

or a bank between the transactions take place as

they are decentralized and peer to peer.



Training

▪ Internet provides terrorists a tool to disseminate

detailed information on the ways in which explosives or

hazardous materials may be manufactured – even from

homemade items.

▪ Detailed information on the methodology of terrorist

attacks is also provided on the internet.



Planning

Case study:

“In 2017, Military and Police personnel stormed into Arsalan

Flour Mills in Peshawar, and arrested several Daesh

operatives. Evidence recovered from the scene unveiled that

these terrorists had been using Telegram. Telegram, a

Russian chat application is known for end-to-end encryption,

it is impossible to crack since messages on the app self-

destruct, thereby eliminating any chances of being traced. It

was found that IS members were making use of Telegram to

share potential target information and plans to execute their

operations. The intelligence official stated, “We found a list

of 12 people who the group [in the flour mill] had identified

when it was busted. Most of these targets were randomly

chosen from Facebook and Twitter on sectarian grounds.”

Moreover, data from cell phones for the past three months

was collected. No calls had been made from any of the cell

phones, but the combined internet usage of all men in the

compound exceeded 18 gigabytes. It was later found out that

these men discovered and learnt to use this application in

Afghanistan. Once they realized that the app was being

traced, they shifted communication to another app called

Signal.”

.



Dark Web

▪ The Dark Web comprises of servers which have their

Internet Protocol addresses hidden and this makes it

extremely hard to track any activities which may

occur on such a platform.

In a 2018 report titled ‘Terror in the Dark’ the

following uses of the Dark Web were identified:

▪ It is easier to hide and mask terror activities through

Dark Web.

▪ They are also used for recruitment purposes wherein

they provide a platform for encrypted

communications (See below)

▪ Easy transfer of money through means such as

cryptocurrencies.



Communication
and Coordination

▪ Terrorists, often rely on secret coded messages

present within the cyberspace.

▪ Other times, they tend to rely upon modes as simple

as leaving drafts within emails which may later be

accessed by their associates through password,

making it harder to trace by the Law Enforcement

Authorities.

▪ Encrypted communications are unique and secure in

that they translate data into another form, or code, so

that only people with access to a secret key (formally

called a decryption key) or password can read it.

▪ Examples of such encrypted communications can

take the form of mobile applications such as

WhatsApp, Tango and BBM.



Case study: Small, self-funding network plans attack

“In July 2006, rail employees found two unattended suitcases on two German regional trains.

Improvised explosive and incendiary devices were discovered in each suitcase consisting of a

propane tank, an alarm clock as a timer, batteries for energy supply, various detonating agents

as well as a plastic bottle filled with petrol. The instructions for building an explosive device

were taken from an al-Qaeda-linked website, with components purchased in ordinary shops,

costing no more than EUR 250. No suspicious funding from abroad was required, and the

suspect's primary source of funding during this period was from family members to pay for his

education. The only transactions that appear to have been linked to the planned attack were for

plastic bottles, which when filled with petrol and linked to propane tanks would have made an

improvised explosive device.”



THANK YOU!


