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The Prevention of Electronic Crimes Act, 2016

ACT NO. XL OF 2016
[19th August, 2016]
An Act to make provisions for prevention of electronic crimes

WHEREAS it is expedient to prevent unauthorized acts with respect to information
systems and provide for related offences as well as mechanisms for their investigatio
prosecution, trial and international cooperation with respect thereof and for matteected
therewith or ancillary thereto;

It is hereby enacted as follows-
CHAPTER |

PRELIMINARY

1. Short title, extent, application and commencemen® (1) This Act may be
called the Prevention of Electronic Crimes Act, 2016.

(2) It extends to the whole &fakistan.

(3) It shall apply to every citizen #fakistanwherever he may be and also to every other
person for the time being Pakistan.

(4) 1t shall also apply to any act committed outdtddkistarby any person if the act
constitutes an offence under this Act and affects a person, property, informatio
system or data located Hakistan.

(5) It shall come into force at once.

2. Definitions. 8 (1) In this Act, unless there is anything repugnant in the subject or
context

()Ahact o ,i-ncludes
(a) a series of acts or omissions contrary to the provisions of this Act; or

(b) causing an act to be done by a person either directly or through an automate
information system or automated mechanism oreseticuting, adaptive or autonomous
device and whether having temporary or permanent impact;

('haccess to dataodo means gaining control
held in or generated by any device or information system;

(ifaccess to information systemod means (¢
of an information system whether or not through infringing any security measure;

YGiia) faspersi ond means spreading false an

I New clause (iiia) inserted by Federal Act, No. Il of 2025 S. 2(a) dated 29 January, 2025




reputation of a person;]

JivyiAut hori tyo means the Soci al Medi a Pr (t e
under selction 2A0;

(WAaut horizationo means authorization byj |
authorization under the law-

Provided that where an information system or data is available for open access by
the general public, access to or transmission of such information system or data shall b
deemed to be authorized for the purposes of this Act;

(vinhaut hori zed officero means an office C
perform any function on behalf of the investigation agency by or under this Act;

S A(@dcampl ai nant o means any person who make c
and includes a victim, or an individual having substantial reasons to believe that the offence ha
been committed; 0O

A(vAibhguiryo includes every inquiry conductied
made in writingo;]

(vii)fCodeo means the Code of Criminal Profce

4(viia) "complainant" means any person who makes complaints of any offence under this

Act and includes a victim or an individual having substantial reasons to believe the
offence is being committed or likely to be committed and any authority referring the
complant for investigation;";

(viAcont ent dat ao means any represent aftfio
processing in an information system including source code or a program suitable to caug]e
an information system to perform a function;

(ix)ACourto means the Court of competent ur

xX)fhcritical infrastructureodo means critiffc a
facilities, systems, networks or processes the loss or compromise of which could
result in ---

(a) major detrimental impact on the availability, integrity or delivery of essential
services including those services, whose integrity, if compromised, could result in
significant loss of life or casualties, taking into account significant economic or social
impacts; or

(b) significant impact on national security, national defense, or the functioning of the
state:

2dause (iy Subs.by Federal Act, No. Il of 2025 S. 2(al; 29 January, 2025
3dause (viaand (vi Subsby Federalct, No. Il of 2025 S. 2(a) d29 January, 2025
4Inserted by vide S.2 of Act. No XXXVII of 2023.



Provided that the Government may designate any private or Government infrastructure
in accordance with the objectives of sudragraphs (i) and (ii) above, as critical
infrastructure as may be prescribed under this Act;

x)fcritical infrastructure information
program or data that supports or performs a function with respect to a critical
infrastructure;

xiffdamage to an information systemo mea
working of an information system that impairs its performance, access, output or chang
in location whether temporary or permanent and with or without causing any change i
thesystem;

xi)hdat ao includes content data and traf

xvyidat a damageo me ans al teration, del
suppression of data or making data temporarily or permanently unavailable;

(xv) i d e vincludes,--
(a) physical device or article;
(b) any electronic or virtual tool that is not in physical form;

(c)a password, access code or similar data, in electronic or other form, by
which the whole or any part of an information system is capable of being
accessed; or

(d) automated, sekexecuting, adaptive or autonomous devices, programs
information systems;

(xviidi shonest intentiono means intent:i
loss or harm to any person or to create hatred or incitement to violence;

(xvi)iel ectronico i ncludes el ectrical,
electrochemical, electromechanical, wireless or electromagnetic technology;

(xvil)Aii dentity informationo means an info
individual or an information system and enable access to any data or informatio
system;

xix)Ai nf ormationo includes text, message,
software, computer programmes, any forms of intelligence as defined under thg
Pakistan Telecommunication (Reorganization) Act, 1996 (XVII of 1996) and
codes including objecode and source code;

xx)Ai nf ormati on systemodo means an electro
receiving, storing, reproducing, displaying, recording or processing any
information;




(xx)Aii ntegrityo means, in relation to an
advanced electronic signature, the electronic document, electronic signature or advancsg
electronic signature that has not been tampered with, altered or modified sinieudapar
point in time;

(xxihi nt erference with information syste
act in relation to an information system or data that may disturb its normal working or
form with or without causing any actual damage to such system or data;

(xxii) Aii nvestigation agencyo means the
designated under this Act;

(xxivyAmi nor 6 means, notwithstanding anyth
who has not completed the age of eighteen years;

(xxvyfiof fencedo means an offence puni shabl
person under ten years of age or by a person above ten years of age and under fourtgjp
years of age, who has not attained sufficient maturity of understanding to judge tkee natu
and consequences of his conduct on that occasion;

(xxva)i Unl awf ul or offensive contentodo mea
(xxvb)iper sond means a | egal or natur al pe
corporate;

(xxvc)iprescri bedo means rules pr regul ati

(xxvi)ir ul eso0 means rules made under this

(xxvi)isei zed with respect to an informat.
of such system or data or making and retaining a copy of the data;

S(xxviia) "sexually explicit conduct" means actual or simulegesual intercourse,
including genitalgenital, oralgenital, anal genital, or oraknal, whether
between persons of the same or opposite sex; or

(a) bestiality; or

(b) masturbation; or

(c) sadistic or masochistic abuse; or

(d) lascivious exhibition of the anus, genitals, or pubic area of any pansion

(iv) after clause (xxviii), the following new clause shall be inserted,
namely:-

(xxviil)iservice providwhoé- i ncl udes

hS¢g [/ fldzaSa OEEQGI 0O GOEE@G60 | yR OEE@O0AL

®New Clauses Inserted by Fed. Act. No XXXVII of 2023.




(xxviiia) "sexual abuse of a minor" shall have the same meaning given to "sexual
abuse" in section 377A of the Pakisfaenal Code (Act XLV of 1860);

(a) acts as a service provider in relation to sending, receiving, storing, processing or
distribution of any electronic communication or the provision of other services in
relation to electronic communication through an information system;

(b) owns, possesses, operates, manages or controls a public switched network or
provides telecommunication services; or

(c) processes or stores data on behalf of such electronic communication service or
users of such service;

i ( x xfivd ddibal medi @ pl atformd means

() any person that owns, provides or manages online information system for
provision of social media or social network service; or

(b) a website, application or mobile web application, platform or communication
channel and any other such application and service that permits a person tq
become a registered user, establish an account, or create a public profile fo
the primary purpose of lalwing the user to post or share ugenerated
content through such an account or profile or enables one or more users tq
generate content that can be viewed, posted or shared by other users of sug
platform but shall not include the licensees of PakiJtalecommunication
Aut hority; 0; and]

(xxix)yisubscri ber informationd means any
provider relating to a subscriber other than traffic data;

xxx)yitraffic dataod includes data relati
destination, route, time, size, duration or type of service;

WG OEEEFO GC¢NROdzyl t£€ YShya GKS {20Al ¢
/] KILIGSNI m/ Té 08

(xxx)iunaut hori zed access0O means access
not available for access by general public, without authorization or in violation
of the terms and conditions of the authorization;

(xxxi)Runaut horized intercepti ono systemlorl
data, any interception without authorization; and

(xxxi)Aunsolicited informationo means th
and marketing purposes against explicit rejection of the recipient and does no
include marketing authorized under the law.

”New Clause Inserted by S.2 of Fed Act. No XXXVII of 2023.




(2) Unless the context provides otherwise, any other expression used in this Act or rule
made thereunder but not defined in this Act, shall have the same meanings assigned to tjje
expressions in the Pakistan Penal Code, 1860 (Act XLV of 1860), the @o@eminal
Procedure, 1898 (Act V of 1898) and the Qanedéhahadat, 1984 (P.O.No.X of 1984), as the
case may be.

1 CHAPTER-1A

AUTHORITY

2A. Establishment of theAuthority. 8 (1) As soon as may be after the commencement
of the Prevention of Electronic Crimes (Amendment) Act, 2025 ( of 2025), the Federal
Government shall, by notification in the official Gazette, establish an Authority to be known ag
the Social Media Protection @fRegulatory Authority for carrying out the purposes of this Act.

(2) The Authority shall be a body corporate having perpetual succession and a commo
seal and may sue and be sued in its own name with powers subject to and for the purposes of {jiis
Act to hold and dispose of property and to enter into contract.

(3) The principal office of the Authority shall be at Islamabad and it may set up other
offices in the provincial capitals and at such other places across Pakistan as the Authority mg
deem appropriate.

2B. Powers and functions of the Authorityd (1) In addition to the functions and
powers specified otherwise in this Act, the Authority shall have the following powers and
functions, namelyd

(a) promote education and research in the related field;

(b) promote, incentivize and facilitate social media platform;

(c) promote awareness about issues in the public and private sector through print
digital or social and electronic media etc., or any other medium as the Authority
may deem appropriate;

ensure online safety and rights of persons on social media platforms from any king
of harm;

regulate the unlawful or offensive content on the social media platforms accessiblg
from Pakistan;

regulate enlistment of social media platforms;

grant, renew, refuse, suspend and revoke enlistment of social media platform;

to partially or fully block social media platform if it fails to comply with the
provisions under this Act until the compliance is made;

10 Chapter 1A, Inserted byS. 3of Fed Act, No. Il of 2025 dt;, 29 January, 2025



issue guidelines, directives and standards for social media platforms;

proceed on applications made on any contravention under this Act and take action
accordingly;

prescribe fines for contravention of the provisions of Chapters 1A and 1B or rules
or regulations made thereunder;

issue directions to the relevant authorities to block or remove the unlawful or
offensive content for the reasons to be recorded in writing for a period of thirty days
subject to grant of another extension if any for maximum period of thirty days by
majority of all the members of the Authority;

coordinate or engage with other authorities, international agencies or organizations
in any study, training or cooperation project related to online safety;

enter into contracts as may be necessary for the discharge of any of its powers a
functions;
engage in human resource development and training of its officers and staff;

liaise and interact with counterpart organizations in other countries for capacity
building and exchange of information;

carry out capacity building and training of relevant entrepreneurs and providing
them with facilities, including but not limited to, setting up incubation centers to
promote responsible social media platforms;

coordinate the implementation of any foreigded technical assistance projects;

make regulations for receiving or processing complaints and to provide a remedia
mechanism;

to initiate action on any contravention of the provisions of this Act or rules made
thereunder on its own motion or on receipt of an application as the case may be;

constitute such committees or sciimmittees, for the performance of its functions,
as it may deem appropriate; and

perform any other function that is ancillary, incidental or consequential to any of
the aforesaid functions.

2C.Complaint to the Authority on fake information.d Any person aggrieved by fake
and false information may apply to the Authority for removal or blocking access to such
information and the Authority shall, on receipt of such application, forthwith, but not later than
twenty-four hours, pass such ordersitasonsiders necessary including an order for removal or
blocking access to such information,

2D. Composition of the Authority.d (1) The Authority shall consist of a Chairperson
and eight other members out of which Secretary Ministry of Interior, Chairman PEMRA and
Chairman Pakistan Telecommunication Authority (PTA) or any member of PTA nominated by
him shall be the exfficio memlers.




(2) The Chairperson and five members, other tleswofficio members, shall be

appointed by the Federal Government on such terms and conditions as may be determined byjt.
The Chairperson shal/l be eminent professiffon
fifteen year sdo exper i elawosociahmediapolicygovarhance or tije c
related emerging technologies.

(3) The Chairperson and members, other terofficio members, shall be appointed
for a nonextendable period of five years/provided the Chairperson or a member does not excegji
fifty -eight years of age on the date of his initial appointment.

(4) The following shall qualifications of members, other tharofficio Members,
namelyd

(a) ajournalist registered with any press club of Pakistan, having not less than ten yea
of experience, with known professional competence in his field, and minimum
gualificati ons oHumanitids ar plrralism, rebognizedeygtiee [
HigherEducation Commission of Pakistan;

() a software engineer with a minimum qufgl
engineering or an allied subject recognized by the Higher Education Commission
of Pakistan having not less than ten years of experience;

(co an advocate with a minimum qualificatfio
by the Higher Education Commission of Pakistan having not less than ten years o
experience as practicing advocate;

(d a soci al media professional with a mifni
an associated subject recognized by the Higher Education Commission of Pakista
with ten years of experience in the online and civil rights space; and

(e) a private sector | T entrepreneur wit m
recognized by the Higher Education Commission of Pakistan and having not less
than ten years of field experience.

(5) The Authority may delegate all or any of its functions and powers, other than the
functions and powers under Chapter 1B, to the Chairperson or any member or such other officefs
of the Authority by notification in the official gazette subject to such cmmditas it may deem
appropriate.

(6) The powers of the Authority in the matters relating to its administration and human
resources shall be exercised by the Chairperson in such manner as may be prescribed.

(2E) Removal of Chairperson andmembers.d (1) The Federal Government may
remove the Chairperson or a member, other thaoffeeio members, from his office if he is
found unable to perform the functions of his office due to mental or physical disability,
inefficiency or to have committed misconduct

Explanaton.d0 For t he purposes of this sectio
conviction for any abuse or misuse of authority.



(2) In case of a vacancy occurring due to the death, resignation, retirement or remova
of Chairperson or any member, other thanethefficio members, the Federal Government shall
appoint another qualified person within a period not exceeding three months from the date t
vacancy occurred.

(3) The Federal Government may appoint an acting Chairperson out of the existing
members other thagx-officio members for a maximum period of three months, to perform day
to day functions.

(2F) Meetings of the Authority, etcd (1) The Chairperson, or in his absence the member
elected by the members present in the meeting, shall preside a meeting of the Authority.

(2) Five members, including at least tewofficio members and the Chairperson, shall
constitute a quorum for meetings of the Authority.

Explanation.d In case of absence of Chairperson, members may elect one member a
Chairperson to preside the meeting.

(3) The members shall have the right to receive at least sevenndaggancenotice
containing time, date and place of the meeting and the agenda of meeting on which decision
the Authority shall be taken.

(4) The decisions of the Authority shall be taken by majority of its members present,
and in case of a tie, the Chairperson shall have a casting vote. The presence of members for

purposes of quorum shall be deemed to be adequate if the meeting is a#rtiedumh social
media platforms.

(5) All orders, determinations and directions of the Authority shall be taken in writing
and shall identify the orders, determinations and directions of the Chairperson and membejfs
separately.

(6) No act or proceedings of the Authority shall be invalid by reason only of the
existence of a vacancy in or defect in the constitution of the Authority.

(2G) Powers and functions of theChairperson. 8 (1) The Chairperson shall also
function as the chief executive of the Authority and shall perform such functions and exerciss
such powers as may be delegated by the Authority.

(2) The Chairperson shall have exclusive powers to perform such functions and exercis
such powers which require immediate action including issuance of direction for blocking of an
unlawful online content:

Provided that any such exercise of power or performance of function shall be subject t(
ratification by the Authority within fortyeight hours:

Provided further that such notification can be done by circulation.




(2H) Chairperson and members not to engage themselves in certain business,cetc.
(I) The Chairperson or any member, shall not, during the term of office, engage himself in an
other service, business, vocation or employment, or enter into the employment of, or accept a
advisory or consultancy relationship with any person or entigaged in applying for the
registration from the Authority or operating any media related business within the purview off
the Authority or in providing services or products to the Authority on any of the projects,
schemes, proposals or plans undertakergud®d or supervised by the Authority or any related
undertaking of such aforesaid person or entity. The Chairperson or any member shall not ha
any direct or indirect financial interest or any connection which might reasonably be viewed a
giving rise toa conflict of interest with any person, entity or related undertaking involved in any
regulated activity under this Act.

(2) The Chairperson or any member, other thaofficio members, shall neither, for
so long as he holds office and for a period of one year thereafter, seek or hold any office ¢
employment nor acquire or purchase whether in his name or otherwise any interest in a
company, corporation, partnership, trustnfior company carrying on business in any regulated
activity or the business of providing consultancy or advisory services to any person undertakin
any regulated activity under this Act.

(2I) Officers, employees, eté. To carry out the purposes of this Act, the Authority may,
from time to time, appoint experts, consultants, advisers and other officers and employees (
such terms and conditions as may be prescribed and the share of Provinces in the appointm
shall be maintained in accordance with paragraph (g) of Article 38 of the Constitution.

(2J) Officers, etc. deemed to be public servan®.The Chairperson, members, other
officers and employees of the Authority shall be deemed to be public servants within the meani
of section 21 of the Pakistan Penal Code (Act XLV of 1860).

(2K) Fund.d (1) There shall be established a fund to be known as Social Media Protectio
and Regulatory Authority Fund which shall vest in the Authority and shall be utilized by the
Authority to meet its financial needs in connection with carrying out its functinalsiding
expenses incurred in setting up and maintaining offices, purchasing and maintaining, equipme
payment of salaries and other remunerations to the Chairperson, members, employees, exp4
and consultants of the Authority and any other expenditing may be incurred in carrying out
the purposes of this Act and matters incidental thereto.

(2) The Fund shall consist ®f

(a) seed money and grant from the Federal Government;

(b) any fee prescribed by the Authority;

(c) loans obtained with special or general sanction of the Government; and

(d) all other sums and additional fees received by the Authority and revenue received
from any other source.

(3) The Authority may open and operate one or more accounts in local or foreign
currency, in any scheduled bank in Pakistan.

(4) The Authority, may invest its funds in such investments as it may, from time to




time, determine, except fund provided by the Government.

2L. Budget.d The Authority shall, in respect of each financial ygagpare its own
budget and submit it to the Government through its administrative division and the financq
division three months before the commencement of every financial year for approval.

2M. Accounts andaudit. 8 (1) The Authority shall maintain complete and accurate
books of accounts of its actual expenses and receipts in such form as may be prescribed(in
accordance with Articles 169 and 170 of the Constitution of the Islamic Republic of Pakistan.

(2) The Authority shall cause, to be carried out audit of its accounts by one or more
auditors who are chartered accountants within the meaning of the Chartered Accountants Adj|,
1961 (X of 1961).

(3) Notwithstanding the audit specified, in sséction (2) the AuditeGeneral of
Pakistan shall have the power to audit or cause to be audited the accounts of the Authority.

2N. Annual report. 8 The Authority shall compile and submit an annual report on its
operations and accounts for each financial year to both houses of the-év&jiesora
(Parliament) and shall also arrange for its publication and circulation to the media and the publig

20.Power of the Federal Government to Issudirectives.d TheFederal
Government may, as and when it considers necessary, issue directives to the Authority on
matters of policy relating to this Act, and such directives shall be binding on the Authority, and
if a question arises as to whether any matter is a matpedioy or not, the decision of the
Federal Government shall be final.

2P. Indemnity. d No suit, prosecution or either proceedings shall lie against the
Government or public authority or functionary or any other person exercising any powers o

performing any function under this Act or for anything done in good Faith.

HChapter-1B
ENLISTMENT ETC

2Q. Enlistment. 8 (1) The Authority may require any social media platform to enlist
with it in such manner, form and on payment of such fee, as may be prescribed.

(2) The Authority may stipulate, in addition to the requirements of this Act, such
conditions or requisites as it may deem appropriate while enlisting a social media platform.

2R. Unlawful or offensive onlinecontent.d (1) The Authority shall have the power
to issue directions to a social media platform for removal or blocking of online content, if such
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online conterd

(a) is against the ideology of Pakistan, etc.;

(b) incites the public to violate the law, take the law in own hands, with a view to
coerce, intimidate or terrorize public, individuals, groups, communities,
government officials and institutions;

(c) incites public or section of public to cause damage to governmental or private
property;
coerce or intimidate public or section of public and thereby preventing them from
carrying on their lawful trade and disrupts civic life;
incites hatred and contempt on religious, sectarian or ethnic basis to stir up violenct
or cause internal disturbance;
contains anything obscene or pornographic in contravention of any applicable law;
is known to be fake, or false or there exist sufficient reasons to believe that the sam
may he fake or false beyond a reasonable doubt;
contains aspersions against any person including members of Judiciary; Armed
Forces, Majlise-Shoora (Parliament) or a Provincial Assembly; or

(i) promotes and encourages terrorism and other forms of violence against the State {
its institutions.

(2) Without prejudice to any other restrictions in this regard, while reporting the
proceedings of the Majlis-Shoora (Parliament) or a Provincial Assembly, such portion of the
proceedings as the Chairman of the Senate, the Speaker of the National Asseastilyeocase
may be, Speaker of the Provincial Assembly may have ordered to be expunged, shall not [je
streamed or made available for viewing on social media platforms in any manner and every effo
shall be made to release a fair account of the proceeding

(3) The statements of prescribed organizations or their representatives or membe
thereof shall not be streamed or made available for viewing on social media platforms in an
manner.

(2S)Handling of complaints by social mediglatforms. 8 The social media platforms
shall maintain an effective and transparent procedure for handling complaints about unlawful g
offensive online content. The social media platforms shall supply users with any easil
recognizable, directly accessible, and peremtly available procedure for submitting
complaints about unlawful or offensive online content.

(2T) Social Media Complaint Council, 8 (1) The Federal Government shall by
notification in the official Gazette, constitute Social Media Complaint Council which shall
consist of a Chairman and four members including or&fgio member to receive and process
complaints made by persons, orgatians and general public against violation of any provision
of this Act as may be prescribed by regulations.

(2) The Chairman and members other thafofficio members of the Council shall be
appointed by the Federal Government for a term of three years extendable for another simil
term on the terms and conditions of service as may be determined by it.

(3) The Chairman and members other thaiofficio member of the Council, shall not
exceed sixtytwo years of age at the time of their initial appointment.

(4) The Chairman and members of the Council shall be eminent professional having 3




recogni zed bachel ords degree and with fif
law or social media policy governance or related emerging technologies.

(5) Secretary or Additional Secretary of the division to which business of information
technology and telecommunication stands allocated shall be tb#i@a member of the
Council.

(6) The Chairman or a member of the Council may resign from his office by writing
under his hand addressed to the Federal Government through the division concerned.

(7) The Federal Government may remove the Chairman or a member of the Council i
he is found unable to perform the functions of his office due to mental or physical disability,
inefficiency or to have committed misconduct.

Explanaton.d For t he purposes of this sectio
conviction for any offence involving moral turpitude and abuse or misuse of authority.

(8) In case of a vacancy occurring due to the death, resignation or removal of Chairma
or any member of the Council, other than éxefficio member, the Federal Government shall
appoint another qualified person within a. period not exceeding two months from the date th
vacancy occurred.

2U. Violation or non-implementation. 6 In case of any violation or nen
implementation of any directions of the Authority by a social media platform, the Authority may
approach the Tribunal for appropriate acfjon.

2ICHAPTER IC

SOCIAL MEDIA PROTECTION TRIBUNAL

2V. Tribunals. 8 (1) The Federal Government may, by notification in the official
gazette, establish as many Social Media Protection Tribunals for the purposes of this Act as
may determine. Where more than one such Tribunals are established, the Federal Governm
shall gecify territorial limits within which or the class of cases in respect of which each of such
Tribunal shall exercise jurisdiction under this Act.

(2) A Tribunal shall consist éf

() a Chairman, who has been or is qualified to be a judge of a High Court;

(b) a journalist registered with any press club of Pakistan having not less than twelvg
years of relevant experience with known professional competence in his field and
having a bachelordéds degree in journa3
Commission of Bkistan; and

(c) asoftware engineer, and expert in the field of social media rights haying a minimum
of bachelorés degree recognized by t
in relevant field or allied subject.

(3) The Chairman and members of a Tribunal shall be appointed by the Federa

Government for a period of three years, on such terms and conditions as may be prescribed.

(4) The Chairman or a member of a Tribunal may resign from his office by writing
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under his hand addressed to the Federal Government through the division to which business
law stands allocated.

(5) The Federal Government may remove the Chairman or a member of the Tribunal i
he is found unable to perform the functions of his office due to mental or physical disability,
inefficiency or to have committed misconduct.

Explanaton.o For t he purposes of this sectio
conviction for any offence involving moral turpitude and abuse or misuse of authority.

(6) In case of a vacancy occurring due to the death, resignation, completion of his ter
of appointment or removal of Chairman or any member of the Tribunal, the Federal Governme
shall appoint another qualified person within a period not exceeding one frmtkhe date,
the vacancy occurred.

(7) The Tribunal shall decide all cases within ninety days. In case the decision is no
rendered within the stipulated time, the Tribunal shall record the reasons for the same.

(8) The Tribunal shall follow such procedure as may be prescribed.

(2W) Jurisdiction of the Tribunal. 8 (1) The Tribunal shall exercise such powers and
perform such functions as are or may be conferred upon or assigned to it by or under this Act
rules made thereunder.

(2) Any person aggrieved by any decision of the Authority may prefer an appeal beforg
the Tribunal in such manner as may be prescribed.

2X. Appeal against decisions of th@ribunal. & Any person aggrieved by the final
decision of the Tribunal may prefer an appeal to the Supreme Court of Pakistan within sixty da
of receipt Jof the decision. o

CHAPTER I
OFFENCES AND PUNISHMENTS

3. Unauthorized access to information system afata. 8 Whoever with dishonest
intention gains unauthorized access to any information system or data shall be punished wi
imprisonment for a term which may extend to three months or with fine which may extend to
fifty thousand rupees or with both.

4. Unauthorized copying or transmission ofdata. 8 Whoever with dishonest
intention and without authorization copies or otherwise transmits or causes to be transmitted a
data shall be punished with imprisonment for a term which may extend to six months, or wit
fine which may extend to one hundred thaukaupees or with both.

5. Interference with information system or data. 8 Whoever with dishonest
intention interferes with or damages or causes to be interfered with or damages any part or whq
of an information system or data shall be punished with imprisonment which may extend to twe
years or with fine which may extend todivundred thousand rupees or with both.

6. Unauthorized access to critical infrastructure information system or
data.d Whoever with dishonest intention gains unauthorized access to any critical
infrastructure information system or data shall be punished with imprisonment which may exten
to three years or with fine which may extend to one million rupees or with both.




7. Unauthorized copying or transmission of critical infrastructure
data.d Whoever with dishonest intention and without authorization copies or otherwise
transmits or causes to be transmitted any critical infrastructure data shall be punished wit
imprisonment for a term which may extend to five years, or with fine which maycdetddive
million rupees or with both.

8. Interference with critical infrastructure information system or
data.d Whoeverwith dishonest intention interferes with or damages, or causes to be interferec
with or damaged, any part or whole of a critical information system, or data, shall be punishe
with imprisonment which may extend to seven years or with fine which may dsterdmillion
rupees or with both.

9. Glorification of an offence 6 (1) Whoever prepares or disseminates information,
through any information system or device, with the intent to glorify an offence relating to
terrorism, or any person convicted of a crime relating to terrorism, or activities of proscribec
organizations omdividuals or groups shall be punished with imprisonment for a term which
may extend to seven years or with fine which may extend to ten million rupees or with both.

Explanation.-For t he purposes of this section
any form of praise or celebration in a desirable manner.

10. Cyberterrorism.d Whoever commits or threatens to commit any of the offences

under sections 6, 7, 8 or 9, where the commission or threat is with thetitent

(a) coerce, intimidate, create a sense of fear, panic or insecurity in the
Government or the public or a section of the public or community or sect or
create a sense of fear or insecurity in society; or

(b) advance intefaith, sectarian or ethnic hatred; or

(c) advance the objectives of organizations or individuals or groups proscribed
under the law, shall be punished with imprisonment of either description for a
term which may extend to fourteen years or with fine which may extend to fifty

million rupees or wit both.

11. Hate speech 08 Whoevemprepares or disseminates information, through any
information system or device, that advances or is likely to advance interfaith, sectarian or racig
hatred, shall be punished with imprisonment for a term which may extend to seven years or wit
fine or with both.

12. Recruitment, funding and planning of terrorism. 6 Whoevermprepares or
disseminates information, through any information system or device, that invites or motivates t
fund, orr e ¢ rpedple ferderrorism or plans for terrorism shall be punished with imprisonment
for a term which may extend to seven years or with fine or with both.

13. Electronic forgery.d (1) Whoever interferes with or uses any information system,
device or data, with the intent to cause damage or injury to the public or to any person, or
make any illegal claim or title or to cause any person to part with property or to enter into an
express or implied contract, or with intent to commit fraud by any input, alteration, deletion, or
suppression of data, resulting in unauthentic data with the intent that it be considered or actéjp
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upon for legal purposes as if it were authentic, regardless of the fact that the data is direct
readable and intelligible or not, shall be punished with imprisonment of either description for g
term which may extend to three years, or with fine which exagnd to two hundred and fifty
thousand rupees or with both.

(2) Whoever commits offence under ssdxtion (1) in relation to a critical infrastructure
information system or data shall be punished with imprisonment for a term which may extend tg
seven years or with fine which may extend to five million rupees or lvath.

14. Electronic fraud.8 Whoeverwith the intent for wrongful gain interferes with or uses
any information system, device or data or induces any person to enter into a relationship ¢
deceives any person, which act or omission is likely to cause damage or harm to that person
any othemperson shall be punished with imprisonment for a term which may extend to two yeary
or with fine which may extend to ten million rupees or with both.

15. Making, obtaining, or supplying device for use in offencéd Whoever
produces, makes, generates, adapts, exports, supplies, offers to supply or imports for use 4
information system, data or device, with the intent to be used or believing that it is primarily to
be used to commit or to assist in the commissioarobffence under this Act shall, without
prejudice to any other liability that he may incur in this behalf, be punished with imprisonment
for a term which may extend to six months or with fimeich may extend to fifty thousand
rupees or with both.

16. Unauthorized use of identityinformation. 6 (1) Whoever obtains, sells,
possesses, transmits or uses another perso
punished with imprisonment for a term which may extend to three years or with fine which ma
extend to five million rupees, or \kitboth.

(2) Any person whose identity information is obtained, sold, possessed, used or transmittg
may apply to the Authority for securing, destroying, blocking access or preventing transmissio
of identity information referred to in sedection (1) and the Authity on receipt of such
application may take such measures as deemed appropriate for securing, destroying or prevent
transmission of such identity information.

17. Unauthorized issuance of SIM cards ei@ Whoeversells or otherwise provides
subscriber identity module (SIM) card,-usable identification module (RJM) or universal
integrated circuit card (UICC) or other module designed for authenticating users to establis
connection with the network and to be usedellular mobile, wireless phone or other digital
devices such as tablets, without obtaining
mode and manner for the time being approved by}Rakistan TelecommunicationAuthority ]
shall be punished with imprisonment for a term which may extend to three years or with fine
which may extend to five hundred thousand rupees or with both.

18. Tampering, etc. of communicationequipment & Whoever unlawfully or
without authorization changes, alters, tampers with qarograms unique device identifier of
any communication equipment including a cellular or wireless handset and starts using g
marketing such device for transmitting and recwvinformation shall be punished with
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imprisonment which may extend to three years or with fine which may extend to one million
rupees or with both.

Explanatond Aiuni que device i dentifiero i s an
unigue to a communication device.

19. Unauthorized interception. 8 Whoever with dishonest intention commits
unauthorized interception by technical meaf)s--

(a) any transmission that is not intended to be and is not open to the public,
from or within an information system; or

(b) electromagnetic emissions from an information system that are carrying
data, shall be punished with imprisonment of either description for a term
which may extend to two years or with fine which may extend to five hundred
thousand rupees or with both.

20. Offences against dignity of a naturaperson 8 (1) Whoever intentionally and
publicly exhibits or displays or transmits any information through any information system, which
he knows to be false, and intimidates or harms the reputation or privacy of a natural person, sh
be punished with imprisonmefdr a term which may extend to three years or with fine which
may extend to one million rupees or with both:

Provided that nothing under this sséction shall apply to anything aired by a broadcast
media or distribution service licensed under the Pakistan Electronic Media Regulatory Authorit
Ordinance, 2002 (XIII of 2002).

(2) Any aggrieved person or his guardian, where such person is a minor, may apply to th
Authority for removal, destruction of or blocking access to such information referred to-in sub
section (1) and the Authority on receipt of such application, shafivitth pass such orders as
deemed reasonable in the circumstances including an order for removal, destruction, preventi
transmission of or blocking access to such information and the Authority may also direct any o
its licensees to secure such inforraatincluding traffic data.

21. Offences against modesty of a natural person amdinor. 8 (1) Whoever
intentionally and publicly exhibits or displays or transmits any informatioich, ---

(a) superimposes a photograph of the face of a natural person over any sexuall
explicit image or video; or

(b) includes a photograph or a video of a natural person in sexually explicit
conduct; or

(c) intimidates a natural person with any sexual act, or any sexually explicit
image or video of a natural person; or

(d) cultivates, entices or induces a natural person to engage in a sexuall
explicit act, through an information system to harm a natural person or his
reputation, or to take revenge, or to create hatred or to blackmail, shall be




punished with imprisonment for a term which may extend to five years or with
fine which may extend to five million rupees or with both.

(2) Whoever commits an offence under sggation (1) with respect to a minor shall be
punished with imprisonment for a term which may extend to seven years and with fine whic
may extend to five milliomupees:--

Provided that in case of a person who has been previously convicted of an offence undg
subsection (1) with respect to a minor shall be punished with imprisonment for a term of te
years and with fine.

(3) Any aggrieved person or his guardian, where such person is a minor, may apply to th
Authority for removal, destruction of or blocking access to such information referred to-in sub
section (1) and the Authority, on receipt of such application, shétivitth pass such orders as
deemed reasonable in the circumstances including an order for removal, destruction, preventi
transmission of or blocking access to such information and the Authority may also direct any o
its licensees to secure such inforimatincluding traffic data.

22. Child pornography. 6 (1) Whoever intentionally produces, offers or makes
available, distributes or transmits through an information system or procures for himself or fo
another person or without lawful justification possesses material in an information system, thg
visually depicts,---

(a) a minor engaged in sexually explicit conduct;
(b) a person appearing to be a minor engaged in sexually explicit conduct; or

(c) realistic images representing a minor engaged in sexually explicit conduct;
or

(d) discloses the identity of the minor,

shall be punished with imprisonment for a term which may exteffffio

(2) Any aggrieved person or his guardian, where such person is a minor, may apply to th
Authority for removal, destruction of or blocking access to such information referred to-in sub
section (1) and the Authority, on receipt of such application, sh#tividh pass such orders as
deemed reasonable in the circumstances, including an order for removal, destruction, preventi
transmission of or blocking access to such information and the Authority may also direct any o
its licensees to secure such infotioa including traffic data.

1922A. Online grooming, solicitation and cyber enticementWhoever intentionally
creates or takes steps towards creating a relationship of trust with a minor through the use of
information system or device or any other similar means of communication with the intent ta
facilitate, solicit or commit sexual abuska minor or to share, facilitate or solicit sexual content
or produce sexual abuse material with a minor, shall be punished with imprisonment of eithe

1 Punishment Substituted by S.3 of Fed.Act No.XXXVII of 2023
15 New Sections 22A, 22B & 22C inserted by S.4 of Fed.Act No.XXXVII of 2023.




description for a term which may extend to ten years and not less than five years with fine whic|
may extend to ten million rupees but not less than five hundred thousand rupees.

22B. Commercial sexual exploitation of childrenSubject to section 8. whoever is directly

or indirectly involved in the use of an information system or other similar means for the purpose
of the sexual exploitation of minors including child prostitution and child sex tourism by
payment in money or inikd to the minor or any other person shall be punished with
imprisonment of either description for a term which shall not be less than fourteen years and m4g
extend up to twenty years and with fine which shall not be less than one million rupees.

22C. Use of information system for kidnapping, abduction or trafficking of minor
Whoever contacts a minor through the use of an information system or any other similar mearfs
directly or indirectly of communication with intent to kidnap, abduct or traffic a minor to commit
sexual abuse of a minor or exploitation shall be punished mjiisonment of either description

for a term which shall not be less than fourteen years and may extend up to twenty years a
with fine which shall not be less than one roiflirupees."].

23. Malicious coded Whoevenwillfully and without authorization writes, offers, makes
available, distributes or transmits malicious code through an information system or device, wit
intent to cause harm to any information system or data resulting in the corruption, destructio
alteration, suppression, theft or loss of the information system or data shall be punished wit
imprisonment for a term which may extend to two years or with fine which may extend to on¢g
million rupees or with both.

Explanation.d Fort he pur pose of this section, th
a computer program or a hidden function in a program that damages an information system
data or compromises the performance of such system or availability of data or uses it witho
proper authorization.

24. Cyberstalking. 8 (1) A person commits the offence of cyber stalking who, with the
intent to coerce or intimidate or harass any person, uses information system, information syste
network, the Internet, website, electronic mail or any other similar means of communication to

(a) follow a person or contacts or attempts to contact such person to foster persong
interaction repeatedly despite a clear indication of disinterest by such person;

(b) monitor the use by a person of the internet, electronic mail, text message or any othg
form of electronic communication;

(c) watch or spy upon a person in a manner that results in fear of violence or serious alar
or distress, in the mind of such person; or

(d) take a photograph or make a video of any person and displays or distributes it witho
his consent in a manner that harms a person.




(2) Whoever commits the offence specified in -setion (1) shall be punished with
imprisonment for a term which may extend to three years or with fine which may extend to on¢
million rupees or wittboth: ---

Provided that if victim of the cyber stalking under-sdation (1) is a minor the punishment
may extend to five years or with fine which may extend to ten million rupees or with both.

(3) Any aggrieved person or his guardian, where such person is a minor, may apply to th
Authority for removal, destruction of or blocking access to such information referred to-in sub
section (1) and the Authority, on receipt of such application, shéthvith pass such orders as
deemed reasonable in the circumstances including an order for removal, destruction, preventi
transmission of or blocking access to such information and the Authority may also direct any o
its licensees to secure such inforimatincluding traffic data.

1§24A. Cyberbullying. (1) A person commits the offence of cyberbullying who, with
intent to harass, threaten or target another person posts or sends electronic messages, inclug
pictures or videos by using any social media platform, including chat rooms, blogs or instan
messging.

(2) A minor through his guardian may apply to the Authority for removal, destruction of, or
blocking access to such content or communication referred to isestion (1).

(3) The Authority, on receipt of application under sdction (2), shall forthwith pass such
orders as deemed appropriate in the circumstances including an order for removal, destructig
preventing transmission of or blocking access to such contenbamdunication.

(4) The Authority shall, before passing an order undersgghion (3), seek report from
investigation agency whether or not such content is required for investigation or prosecutio
purposes.

(5) Whoever commits the offence of child cyberbullying as described isestiton (1), shall be
punished with imprisonment of either description for a term which may extend to five years bu
shall not be less than one year with a fine of up to five hdnith@usand rupees and shall not
less than one hundred thousand rupees ".

25. Spamming & (1) A person commits the offence of spamming, who with intent
transmits harmful, fraudulent, misleading, illegal or unsolicited information to any person
without permission of the recipient or who causes any information system to show any suc
informationfor wrongful gain.

(2) A person including an institution or an organization engaged in direct marketing shall
provide the option to the recipient of direct marketing to unsubscribe from such marketing.

(3) Whoever commits the offence of spamming as described irsesiion (1) by
transmitting harmful, fraudulent, misleading or illegal information, shall be punished with
imprisonment for a term which may extend to three months or with fine of rupedhldiityand
which may extendp torupees five million or with both.

16 New Section inserted by S.5 of Fed.Act No.XXXVII of 2023.




(4) Whoever commits the offence of spamming as described irsexiion (1) by
transmitting unsolicited information, or engages in direct marketing in violation esesttlon
(2), for the first time, shall be punished with fine not exceeding fifty thausapees, and for
every subsequent violation shall be punished with fine not less than fifty thousand rupees th
may extend up to one million rupees.

26. Spoofingd (1) Whoever with dishonest intention establishes a website or sends an
information with a counterfeit source intended to be believed by the recipient or visitor of the
website, to be an authentic source commits spoofing.

(2) Whoever commits spoofing shall be punished with imprisonment for a term which may
extend to three years or with fine which may extend to five hundred thousand rupees or wit
both.

1126A, Punishment for false and fake informationd Whoeverintentionally disseminates,
publicly exhibits, or transmits any information through any information system,, that he knows or
has reason to believe to be false or fake and likely to cause or create a sense of fear, panic or diso
or unrest in general jplic or society shall be punished with imprisonment which may extend upto
three years or with fine which may extend

27. Legal recognition of offences committed in relation to information system
0 (1) Notwithstanding anything contained in any other law for the time being in force, an
offence under this Act or any other law shall not be denied legal recognition and enforceme
for the sole reason of such offence being committed in relation to argtinie use of an
information system.

(2) References to Apropertyo in any | a
property, shall include information system and data.

28. Pakistan Penal Code, 1860 (Act XLV of 1860) tpply. d The provisions of
the Pakistan Penal Code, 1860 (Act XLV of 1860), to the extent not inconsistent with anything
provided in this Act, shall apply to the offences provided in this Act.

CHAPTER 1ll
ESTABLISHMENT OF INVESTIGATION AGENCY AND
PROCEDURAL
POWERS FOR INVESTIGATION

1§29. Investigation agency.d (1) The Federal Government shall establish an
investigation agency to be called the National Cyber Crime Investigation Agency (NCCIA) for
inquiry into, investigation and prosecution of the offences specified under this Act.

The NCCIA shall be headed by a Director General, who shall have the power to employ
any other officers, prosecutors and staff as may be prescribed.

(2) The Federal Government shall appoint the Director General of the NCCIA for a

1”New Section 26A inserted by S.5 of Fed Act, No. Il of @29 January, 2025.
18Subs. by S.6 of Fed Act, No. Il of 2025 dt;, 29 January, 2025.




nonextendable term of three years, and the administration and control of the
NCCIA shall vest in the Director General who shall exercise in respect of the
NCCIA the powers of Inspector General of Police under the Police Order, 2002
(Chi ef ExercNot22of 202 Or de

For the purposes of inquiry and investigation, the officers of the NCCIA shall be
deemed to be the police officer of equivalent rank as required under the Code. Th
officers of the NCCIA shall have the same powers and functions and related
authority for tle performance of investigating functions as are conferred on a police
officer of the equivalent rank under the Code.

After establishment of the NCCIA, the Cyber Crime Wing of the Federal
Investigation Agency shall cease to exist and all personnel, cases, inquiries
investigations, assets, properties, budget, liabilities, rights, obligations, privileges
and matters relatkethereto or connected therewith in respect of the defunct Cyber
Crime Wing of the Federal Investigation Agency shall stand transferred to the
NCCIA.

Unless otherwise provided for under this Act, the investigation agency and the
authorized officer shall in all matters follow the procedure laid down in the Code to
the extent that it is not inconsistent with any provision of this Act.

The investigation agency shall establish its own capacity for forensic analysis of the
data or in information systems and the forensic analysis reports generated by th
investigation agency shall not be inadmissible in evidence before any court for the
sole reason that such reports were generated by the investigation agency.

Notwithstanding provisions of any other law, the Federal Government shall make
rules for appointment, promotion, transfer in the investigation agency including
undertaking of specialized courses in digital forensics, information technology,
computer sciere and other related matters for training of officers and staff of the
investigation agency:

Provided that until such time, rules are made by the Federal Government,
service matters of officers and staff of the NCCIA shall be regulated under the Civil
Servants Act, 1973 (LXXI of 1973) and rules made thereunder.

(8) Without prejudice to anything contained in this section, the rules, orders or any
instruments made and issued under this Act prior to commencement of the
Prevention of Electronic Crimes (Amendment) Act, 2025 ( of 2025) shall, mutatis
mutandis, apply to thHCCIAwi t h necessary modi ficat

1930. Power toinvestigate.d only an authorized officer of the Investigation agency shall
have the powers to investigate an offence under this Act:

Provided that the Federal Government may constitute one or more joint investigatio
teams comprising an authorized officer of NCCIA and any other law enforcement agency fo

9 Subs. by 3.of Fed Act, No. Il of 202%; 29 January, 2025.




investigation of offences under this Act. The joint investigation team may seek assistance fro
any intelligence agency for the purposes

20[30A. Remand. (1) Where a person is detained for investigation, the investigating
officer, within twentyfour hours of the arrest, excluding the time necessary for the journey from
the place of arrest to the Court, shall produce the accused before the Court, andlyny app
remand of the accused to police custody, or custody of any other investigating agency joined
the investigation for which the maximum period allowed must not be more than fourteen days 4
one time:

Provided that, where an accused cannot withienty fourhours be produced before the
Court, a temporary order for police custody or custody of any other investigating agency joineg
in the investigation not exceeding twentipur hours may be obtained from the nearest
Magistrate for the purpose of producing #eeused before the Court within that period.

(2) No extension in time of the remand of the accused in police custody or custody of an
other investigating agency joined in the investigation shall be allowed, unless it can be shown 4
the investigating officer, to the satisfaction of the Court thethér evidence may be available
and the Court is satisfied that no bodily harm has been or will be caused to the accused:

Provided that the total period of such remand shall not in any case exceed thirty days.

03) The Court shall be deemed to be a Magistrate for purposes- skstibn (2)"

30B. Victim and witness protection (1) A victim and witness protection system
shall be established by the Federal and Provincial Governments of Pakistan through rules wi
features including the following, namely

(i) special security arrangements for witnesses and victims;
(i) concealment of identity.

(iii) distance recording of testimonies through vigemferencing, audiwideo links and
by the use of modern devices;

(iv) re-location of victims and witnesses;
(v) provision of reasonable financial assistance;
(vi) compensation to legal heirs of protected victims and witnesses;

(vii) safehouses, daul-amans etc.; and

20 New Sections 30A, 30B, 30C & 30D Inserted by S.7 of Fed.Act No.XXXVII of 2023.




(viii) such other measures as may be necessary and ancillary.

(2) Till such time the rules envisaged in sdxtion (1) are prescribed, the witness
protection system and benefits prescribed under the Witness Protection, Security and Benefjit
Act, 2017 (XXI of 2017) shall be applicable to both victims and witnessisr tinis Act, mutatis
mutandis.

30C. In-camera trial. (1) The trial of offences against minors shall be conducted in
camera:

Provided that the Court, if it thinks fit, on its own or on an application made by either of
parties, allow any particular person to have access to Court proceedings, or be or remain in tfjle
Court.

(2) Notwithstanding anything contained in any other law for the time being in force,
where any proceedings are held under-sedtion (1), the Court) may adopt appropriate
measures, including holding of the trial through vidie& or usage of screens rfthe protection
of the victims and the witnesses.

(3) Where any proceedings are held undersmdiion (1), it shall not be lawful for any
person to publish or broadcast any matter or information in relation to any such proceeding
except with the permission of the Court.

30D. Investigation into the child sexual content referred ta{Authority ]. The
2 Investigation Agency] shall acquire the information of the child sexual abuse content referred
for blocking and removal t&Authority ] and the organizations having data in this regard, for
investigation prior to their removal and blocking by said Authority, whether the direct complaint
against the said materi al has been made or

31. Expedited preservation and acquisition oflata. 8 (1) If anauthorizedbfficer
is satisfiedthat,---

(a) specific data stored in any information system or by means of an
information system is reasonably required for the purposes of a criminal
investigation; and

(b) there is a risk or vulnerability that the data may be modified, lost, destroyed
or rendered inaccessible, the authorized officer may,

by written notice given to the person in control of the information system,
require that person to provide that data or to ensure that the data specified i
the notice be preserved and the integrity thereof is maintained for a period nof
exceeding ninetyals as specified in theotice:---

2l Words subs. by S.8 of Fed Act, No. Il of 2025 dt; 29 January, 2025.
22\Words subs. by Sd@f Fed Act, No. Il of 2025 d&9 January, 2025.
23\Words subs. by S.8 of Fed Act, No. Il of 2025 dt; 29 January, 2025.



Provided that the authorized officer shall immediately but not later than ti@nthours
bring to the notice of the Court, the fact of acquisition of such data and the Court on receipt g
such information may pass such orders as deemed appropriagecinctimstances of the case
including issuance of warrants for retention of such data or otherwise.

(2) The period provided in stgection (1) for preservation of data may be extended by the
Court if so,deemed necessary upon receipt of an application from the authorized officer in thig
behalf

32. Retention of traffic data. 8 (1) A service provider shall, within its existing or
required technical capability, retain its specified traffic data for a minimum period of one year
or such period as the Authority may notify from time to time and, subject to production of a
warrant issue by the Court, provide that data to the investigation agency or the authorized office
whenever so required.

(2) The service providers shall retain the traffic data undessation (1) by fulfilling all
the requirements of data retention and its originality as provided under sections 5 and 6 of t
Electronic Transactions Ordinance, 2002 (LI of 2002).

(3) Any owner of the information system who is not a licensee of the Authority and violates
subsection (1) shall be guilty of an offence punishable, if committed for the first time, with fine
which may extend to ten million rupees and upon any subsecprittion shall be punishable

with imprisonment which may extend to six months or with fine or with:beth

Provided that where the violation is committed by a licensee of the Authority, the sameg
shall be deemed to be a violation of the terms and conditions of the licensee and shall be treaid
as such under the Pakistan Telecommunicatiorof@anization) Act, 296 (XVII of 1996).

33. Warrant for search orseizure d (1) Upon an application by an authorized officer
that demonstrates to the satisfaction of the Court that there exist reasonable grounds to beligffe
that there may be in a specified place an information system, data, device or othetlzaticles

(a) may reasonably be required for the purpose of a criminal investigation or
criminal proceedings which may be material as evidence in proving a
specifically identified offence made out under this Act; or

(b) has been acquired by a person as a result of the commission of an offencs
the Court may issue a warrant which shall authorize an officer of the
investigation agency, with such assistance as may be necessary, to enter t
specified place and to search firemises and any information system, data,
device or storage medium relevant to the offence identified in the application
and access, seize or similarly secure any information system, data, device o
other articles relevant to the offence identifiedhea application.

(2) In circumstances involving an offence under section 10, under which a warrant may bs
issued but cannot be obtained without the apprehension of destruction, alteration or loss of daj,
information system, data, device or other articles required forstigeation, the authorized
officer, who shall be a Gazetted officer of the investigation agency, may enter the specified plagj
and search the premises and any information system, data, device or other articles relevant to jne




offence and access, seize or similarly secure any information system, data, device or oth
articles relevant to the offenee:

Provided that the authorized officer shall immediately but not later than ti@nthours
bring to the notice of the Court, the fact of such search or seizure and the Court on receipt
such information may pass such orders as deemed appropriateirttinestances of the case.

34. Warrant for disclosure of content datad (1) Upon an application by an

authorised officer that demonstrates to the satisfaction of the Court that there exist reasonak

grounds to believe that the content data stored in an information system is reasonably requir
for the purpose of a criminal vestigation or criminal proceedings with respect to an offence
made out under this Act, the Court may, after recording reasons, order that the person in cont
of the data or information system, to provide sdata or access to such data to the authorized
officer.

(2) The period of a warrant issued under-sabtion (1) may be extended beyond seven
days if, an application, a Court authorizes an extension for a further period of time as may b
specified by the Court.

35. Powers of an authorizedofficer. 3 (1) Subject to provisions of this Act, an
authorized officer shall have the pow&rs---

(a) have access to and inspect the operation of any specified information
system;

(b) use or cause to be used any specified information system to search an
specified data contained in or available to such system;

(c) obtain and copy only relevant data, use equipment to make copies and
obtain an intelligible output from an information system;

(d) have access to or demand any information in readable and comprehensibls

format or plain version;

(e)require any person by whom or on whose behalf, the authorized officer has
reasonable cause to believe, any information system has been used to gra
access to any data within an information system within the control of such
person;

(f) require any person having charge of or otherwise concerned with the
operation of any information system to provide him reasonable technical and
other assistance as the authorized officer may require for investigation of an
offence under this Act; and

(g) require any person who is in possession of decryption information of an
information system, device or data under investigation to grant him access to
such data, device or information system in unencrypted or decrypted
intelligible format for the purpose a@ivestigating any sucbffence:---

r



Explanation. 8 Decryptioninformation means information or technology that
enables a person to readily retransform or unscramble encrypted data from its
unreadable form and from ciphered data to intelligible data.

(2) In exercise of the power of search and seizure of any information system, program o
data the authorized officer at all timgzall, ---

(a) act with proportionality;

(b) take all precautions to maintain integrity and secrecy of the information
system and data in respect of which a warrant for search or seizure has bee
issued;

(c) not disrupt or interfere with the integrity or running and operation of any
information system or data that is not the subject of the offences identified in
the application for which a warrant for search or seizure has been issued,;

(d) avoid disruption to the continued legitimate business operations and the
premises subjected to search or seizure under this Act; and

(e)avoid disruption to any information system, program or data not connected
with the information system that is not the subject of the offences identified in
the application for which a warrant has been issued or is not necessary for thg
investigation of tke specified offence in respect of which a warrant has been
issued.

(3) When seizing or securing any data or information system, the authorized officer shal
make all efforts to use technical measures to maintain its integrity and chain of custody. Th
authorized officer shall seize an information system, data, devictabes, in part or in whole,
as a last resort only in the event where it is not possible under the circumstances to use sygh
technical measures or where use of such technical measures by themselves shall not be sufficint
to maintain the integrity and cimaof custody of the data or information system being seized.

(4) Where an authorized officer seizes or secures any data or information system, th
authorized officer shall ensure that data or information system while in the possession or in t
access of the authorized officer is not released to any other persasinigccompetitors or
public at large and details including log of any action performed on the information system o
data is maintained in a manner prescribed under this Act.

36. Dealing with seized data or informationsystem & (1) If any data or
information system has been seized or secured following a search or seizure under this Act, tjle
authorized officer who undertook the search or seizure shall, at the timesefztiee ---

(a) make a list of what has been seized or rendered inaccessible, with the dat
and time of seizure; and

(b) give a copy of that lisio, ---

() the occupier of the premises; or

(ii) the owner of the data or information system; or



(i) the person from whose possession the data or information system has bee|
seized, in a prescribed manner in the presence of two witnesses.

(2) The authorized officer, upon an application of the owner of the data or information
system or an authorized agent of the owner and on payment of prescribed costs, shall provi
forensic image of the data or information system to the owner or his @ethagent within a
time prescribed under this Act.

(3) If the authorized officer has reasons to believe that providing forensic image of the dat;
or information system to the owner under-sglstion (2) mayrejudice,---

(a) the investigation in connection with which the search was carried out; or
(b) another ongoing investigation; or

(c) any criminal proceedings that are pending or that may be brought in relation
to any of those investigations, the authorized officer shall, within seven days
of receipt of the application under sabction (2), approach the Court for
seeking an order nod provide copy of the seized data or information system.

(4) The Court, upon receipt of an application from an authorized officer undsestibn
(3), may after recording reasons in writing pass such order as deemed appropriate in t
circumstances of the case.

(5) The costs associated with the exercise of rights under this section shall be borne by t
person exercising these rights.

37. Unlawful ontline contentd (1) The Authority shall have the power to remove or
block or issue directions for removal or blocking of access to an information through an
information system if it considers it necessary in the interest of the glory of Islam or the integrity
security @ defence of Pakistan or any part thereof, public order, decency or morality, or in
relation to contempt of court or commission of or incitement to an offence under this Act.

(2) The Authority shall, with the approval of the Federal Government, prescribe rules
providing for, among other matters, safeguards, transparent process and effective oversig
mechanism for exercise of powers under-sattion (1).

(3) Until such rules are prescribed under-sabtion (2), the Authority shall exercise its
powers under this Act or any other law for the time being in force in accordance with the
directions issued by the Federal Government not inconsistent with thsigngvof this Act.

(4) Any person aggrieved from any order passed by the Authority undeestion (1),
may file an application with the Authority for review of the order within thirty days from the
date of passing of the order.

(5) An appeal against the decision of the Authority in review shall lie before the High Court
within thirty days of the order of the Authority in review.

38. Limitation of liability of service providers.d (1) No service provider shall be
subject to any civil or criminal liability, unless it is established that the service provider had
specific actual knowledge and willful intent to proactively and positively participate, and not




merely through omission or failure to act, and thereby facilitated, aided or abetted the use by arfj|
person of any information system, service, application, online platform or telecommunicatio
system maintained, controlled or managed by the service prowideonnection with a

contravention of this Act or rules made thereunder or any other law for the time being in force:

Provided that the burden to prove that a service provider had specific actual knowledg
and willful intent to proactively and positively participate in any act that gave rise to any civil or
criminal liability shall be upon the person alleging such faatd no interim or final orders, or
directions shall be issued with respect to a service provider by any investigation agency or Co
unless such facts have so been proved and determined:

Provided further that such allegation and its proof shall clearly identify with specificity the
content, material or other aspect with respect to which civil or criminal liability is claimed
including but not limited to unique identifiers such as the Antddentification (Account ID),
Uniform Resource Locator (URL), Top Level Domain (TLD), Internet Protocol Addresses (IP
Addresses), or other unique identifier and clearly state the statutory provision and basis of t
claim.

(2) No service provider shall under any circumstance be liable under this Act, rules mads
thereunder or any other law for maintaining and making available the provision of their servicg
in good faith.

(3) No service provider shall be subject to any civil or criminal liability as a result of
informing a subscriber, user or enders affected by any claim, notice or exercise of any power
under this Act, rules made thereunder or any other{aw:

Provided that the service provider, for a period not exceeding fourteen days, shall kee
confidential and not disclose the existence of any investigation or exercise of any power undg
this Act when a notice to this effect is served upon it by an autklooifieer, which period of
confidentiality may be extended beyond fourteen days if, on an application by the authorize
officer, the Court authorizes an extension for a further specified period upon being satisfied thg
reasonable cause for such extensgists.

(4) No service provider shall be liable under this Act, rules made thereunder or any othe|
law for thedisclosure of any data or other information that the service provider discloses only tg
the extent of the provisions of this Act.

(5) No service provider shall be under any obligation to proactively monitor, make
inquiries about material or content hosted, cached, routed, relayed, conduit, transmitted or ma
available by such intermediary or service provider.

39. Realtime collection and recording of informationd (1) If a Court is satisfied
on the basis of information furnished by an authorized officer that there are reasonable grount
to believe that the content of any information is reasonably required for the purposes of a specif
criminal investigation, the Qot may order, with respect to information held by or passing
through a service provider, to a designated agency as notified under the Investigation for Fg
Trial Act, 2013 (I of 2013) or any otheaw for the time being in force having capability to
collect real time information, to collect or record such information intreed in coordination
with the investigation agency for provision in the prescribed manner:




Provided that such reéime collection or recording shall not be ordered for a period
beyond what is absolutely necessary and in any event for not more than seven days.

(2) Notwithstanding anything contained in any law to the contrary the information so
collected under subection (1) shall be admissible in evidence.

(3) The period of redime collection or recording may be extended beyond seven days if,
on an application, the Court authorizes an extension for a further specified period.

(4) The Court may also require the designated agency to keep confidential the fact of th
execution of any power provided for in this section and any information relating to it.

(5) The application under stdections (1) and (2) shall in addition to substantive grounds
and reasons alse-

(a) explain why it is believed that the data sought will be available with the person
in control of an information system;

(b) identify and explain with specificity the type of information likely to be found
on such information system;

(c) identify and explain with specificity the identified offence made out under this
Act in respect of which the warrant is sought;

(d) if authority to seek redime collection or recording on more than one
occasion is needed, explain why and how many further disclosures are needed t
achieve the purpose for which the warrant is to be issued;

(e) specify what measures shall be taken to prepare and ensure that-theaeal
collection or recording is carried out whilst maintaining the privacy of other users,
customers and third parties and without the disclosure of information of any
person not parof the investigation;

(f) explain why the investigation may be frustrated or seriously prejudiced
unless the real time collection or recording is permitted; and

(9) why, to achieve the purpose for which the warrant is being applied, real time
collection or recording by the person in control of the information system is
necessary.

40. Forensic laboratoryd The Federal Government shall establish or designate a
forensic laboratory, independent of the investigation agency, to provide expert opinion befors
the Court or for the benefit of the investigation agency in relation to electronic evidence collecte
for purposes of investigation and prosecution of offences under this Act.

41. Confidentiality of information.d Notwithstanding immunity granted under any
other law for the time being in force, any person including a service provider while providing
services under the terms of lawful contract or otherwise in accordance with the law, or a
authorized officer who hasecured access to any material or data containing personal
information about another person, discloses such material to any other person, except wh
required by law, without the consent of the person concerned orchboé lawful contract with




the intent to cause or knowing that he is likely to cause harm, wrongful loss or gain to any persd
or compromise confidentiality of such material or data shall be punished with imprisonment fo
a term which may extend to three years or with fine which exésnd to one million rupees or
with both:--

Provided that the burden of proof of any defense taken by an accused service provider {
an authorized officer that he was acting in good faith, shall be on such a service provider or t
authorized officer, as the case may be.

CHAPTER IV
INTERNATIONAL COOPERATION

42. International cooperationd (1) The Federal Government may upon receipt of a
request, through the designated agency under this Act, extend such cooperatigrioreign
governmentincluding the government of Azad Jammu and Kashr24]x 7 network, any

foreign agency or any international organization or agency for the purposes of investigations ¢
proceedings concerning offences related to information systems, electronic communication (¢
data or for the collection of evidence in efteaic form relating to an offence or obtaining
expeditious preservation and disclosure of data by means of an information systentiimereal
collection of data associated with specified communications or interception of data under thi
Act.

(2) The Federal Government may forward to a foreign government, 24x7 network, an
foreign agency or any international agency or organization any information obtained from itg
own investigations if it considers that the disclosure of such information sgidt the other
government, agency or organization etc., as the case be, in initiating or carrying ou
investigations or proceedings concerning any offence under this Act.

(3) The Federal Government shall require the foreign government, 24 x 7 network, an
foreign agency or any international organization or agency to keep the information provided
confidential and use it strictly for the purposes it is provided.

(4) The Federal Government may, through the designated agency, send and answijir
requests for mutual assistance the execution of such requests or their transmission to tfjle
authorities competent for their execution.

(5) The Federal Government may refuse to accede to any request made by a foreig
government, 24 x 7 network, any foreign agency or any international organization or agency, if,

(a) it is of the opinion that the request, if granted, would prejudice sovereignty,
security, public order or other essential public intereftakfistan;

(b) the offence is regarded by the Federal Government as being of a political
nature;

(c) there are substantial grounds for believing that the request for assistancd
has been made for the purpose of prosecuting a person on account of tha

2“New words Inserted by S.8 of Fed.Act. No. XXXVII of 2023.



religion,
position may be

(d) the request relates to an offence the prosecution of which in the requesting
State may be incompatible with the lawdPaikistan;

(e)the assistance requested requires the Federal Government to carry o
compulsory measures that may be inconsistent with the laws or practice
of Pakistarhad the offence been the subject of investigation or prosecution
under its own jurisdiction; or

(f) the request concerns an offence which may prejudice an ongoing
investigation or trial or rights of its citizens guaranteed under the Constitution.

(6) Where the Federal Government decides to provide the requested cooperation, thgp
relevant requirements and safeguards provided under this Act and rules framed thereunder s
be followed.

(7) The designated agency shall maintain a register of requests received from any foreig
government, 24 x 7 network, any foreign agency or any international organization or agenc
under this Act and action taken thereon.

CHAPTER -V
PROSECUTION AND TRIAL OF OFFENCES

43. Offences to be compoundable and nesognizable 8 (1) All offences under
this Act, except the offences under secti6ii$0, 13, 14, 20, 21, 22 and 2pand abetment
thereof, shall be nenognizablepail ableand compoundabie--

Provided that offences under section 17 shall be cognizable by the investigation agency ¢
a written complaint by the Authority.

(2) Offences under sections 10, 2913, 14, 20, 22, 22A, 22B, 22C and 2pand abetment
thereof shall be nebailable, norcompoundable and cognizable by the investigation agency.

27[43A. Complaint against cybercrimes against childrerComplaint against the
offences under sections 10, 21, 21A, 21B, 21C, 21D, 21E,’Z?EA] and abatement thereof
may be lodged witkinvestigation agendyby the complainant as defined under clause (viia)
of section 2."..

44. Cognizance and trial of offence8 (1) The Federal Government, in consultation
with the Chief Justice of respective High Court, shall designate presiding officers of the Court;
to try offences under this Act at such places as deemed necessary.

25 Expression substituted by &) of Fed.Act. No. Il of 2025, dt, 29th Jan, 2025.
26 Expression substituted by S19) of Fed.Act. No. Il of 2025, dt, 29th Jan, 2025.
2" New Section Inserted by S.10 of Fed.Act. No. XXXVII of 2023.
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(2) The Federal Government shall, in consultation with the Chief Justice of respective Hig
Court, arrange for special training of the presiding officers of the Court to be conducted by a
entity notified by the Federal Government for training on compmd®Ences, cyber forensics,
electronic transactions and data protection.

(3) Prosecution and trial of an offence under this Act committed by a minor shall be
conducted under the Juvenile Justice System Ordinance, 2000 (XXII of 2000).

(4) To the extent not inconsistent with this Act, the procedure laid down under the Cods
and the Qanoomr-Shahadat, 1984 (P.O.No.X of 1984), shall be followed.

45. Order for payment of compensatiord (1) The Court may, in addition to award
of any punishment including fine under this Act, make an order for payment of compensation t(
the victim for any damage or loss caused and the compensation so awarded shall be, recovers
as arrears of land revenue:

Provided that the compensation awarded by the Court shall not prejudice any right to
civil remedy for the recovery of damages beyond the amount of compensation so awarded.

30[45A. Support mechanism for the victims-The Government shall develop
mechanism for the support of victims in collaboration with other agencies and civil society
organizations.

46. Appointment of amicus curiae and seeking expert opiniod The Court may
appointamicus curiaer seek independent expert opinion on any matter connected with a casq
pending before it.

47. Appeal 8 An appeal against the final judgment or order of a Cshail, within
thirty days from the date of provision of its certified copy free of cost-lie

(a) to the High Court concerned against such judgment or order if passed by g
court of sessions; or

(b) to the court of sessions concerned against such judgment or order if passe
by a magistrate.

CHAPTER VI
PREVENTIVE MEASURES

48. Prevention of electronic crime® (1) The Federal Government or the Authority,
as the case may be, may issue directives to be followed by the owners of the designats
information systems or servigeoviders in the interest of preventing any offence under this Act.

(2) Any owner of the information system who is not a licensee of the Authority and violates
the directives issued under ssi&ction (1) shall be guilty of an offence punishable, if committed
for the first time, with fine which may extend to ten million @@s and upon any subsequent
conviction shall be punishable with imprisonment which may extend to six months or with fine
or with both:

30 New Section Inserted by S.11 of Fed.Act. No. XXXVII of 2023.




Provided that where the violation is committed by a licensee of the Authority, the samg
shall be deemed to be a violation of the terms and conditions of the licensee and shall be treafgd
as such under the Pakistan Telecommunicatiorof@anization) Act, 296.

49. Computer emergency response teamds(l) The Federal Government may

constitute one or more computer emergency response teams to respond to any threat againsjjor
attack on any critical infrastructure information systems or critical infrastructure data, or
widespread attack on information system&akistan.

(2) A computer emergency response team constituted undsestibn (1) may comprise
of technical experts of known expertise officers of any intelligence or agency or asgtsub
thereof.

(3) A computer emergency response team shall respond to a threat or attack witho
causing any undue hindrance or inconvenience to the use and access of the information syst{§im
or data as may be prescribed.

CHAPTER VII

MISCELLANEOUS

50. Relation of the Act with other lawsé (1) The provisions of this Act shall have
effect not in derogation of the Pakistan Penal Code, 1860 (Act XLV of 1860), the Code of
Criminal Procedure, 1898 (Act V of 1898), the Qaned¢dhahadat, 1984 (P.O. No. X of 1984),
the Protection oPakistarAct, 2014(X of 2014) and the Investigation for Fair Trial Act, 2013
(I of 2013).

(2) Subject to sulsection (1), the provisions of this Act shall hafect notwithstanding
anything to the contrary contained in any other law on the subject for the time being in force.

SI[50A.Transitory.d Till the establishment of the Authority and NCCIA, the Pakistan
Telecommunication Authority and the Investigation Agency existing prior to
commencement of the Prevention of Electronic Crimes (Amendment) Act, 2025 (
of 2025) shall continuetoperfor t hei r functions accor (i n

51. Power to make rulesd (1) The Federal Government may, by notification in the
official Gazette, make rules for carrying out purposes of this Act.

(2) Without prejudice to the generality of the foregoing powers, such rules may specify
(a) qualifications and trainings of the officers and staff of the investigation
agency and prosecutors;

(b) powers, functions and responsibilities of the investigation agency, its
officers and prosecutors;

(c) standard , operating procedures of the investigation agency;

31 New Sect. 50Anst. byS.11 of Fed.ActNo. Il of 2025, dt, 29th Jan, 2025.



(d) mode and manner in which record of investigation under this Act may be
maintained,

(e)manner to deal with the seized data, information system, device or other
articles;

(f) working of joint investigation teams;

(g) requirements for seeking permission of the Authority to change, alter or re
programme unique device identifier of any communication equipment by any
person for research or any other legitimate purpose;

32[(h) procedure for seeking appropriate order of the Authority for removal, or
bl ocking of Jonline content; o

() constitution of computer emergency response team and the standard
operating procedure to be adopted by such team;

() appointment of designated agency having capability to collect real time
information;

(k) manner of coordination between the investigation agency and other law
enforcement and intelligence agencies including designated agency;

() for management and oversight of the forensic laboratory;

(m) qualifications and trainings of the officers, experts and staff of the forensic
laboratory;

(n) powers, functions and responsibilities of the forensic laboratory, its
officers, experts and staff;

(o) standard operating procedures of the forensic laboratory to interact with the
investigation agency;

(p) manner of soliciting and extending international cooperatitagd

(q) matters connected or ancillary theret®; and] provision of fines for
contravention of the provisions of thilfs

39[51A. Power to make regulationsd The Authority may, by notification in the
official Gazette, make regulations for carrying out the purposes of this Jact

52. Removal of difficultieso If any difficulty arises in giving effect to the provisions
of this Act, the Federal Government may, within two years of the commencement of this Act

32Subs. by5.12 of Fed.Act. No. Il of 2025, dt, 29th Jan, 2025.

32 2 NR 4 | y Ré£ S.2 Yijofi RedARt. Nin2ll of 2025, dt, 29th Jan, 2025.
34 Subsby S.12 (ii) of Fed.Act. No. Il of 2025, dt, 29th Jan, 2025.

35 New Sect.51A Inst. 1§.13 of Fed.Act. No. Il of 2025, dt, 29th Jan, 2025.



and by order published in the official Gazette, make such provisions not inconsistent with th
provisions of this Act as may appear to be necessary for removing the difficulty.

53. Report to Parliamentd The agency designated or established under section 29 of
the Act shall submit a half yearly report to both houses of the Parliament for consideration b
the relevant Committee in camera, in respect of its activities, without disclosing identity
information in a manner as prescribed under this Act.

54. Amendment of Electronic Transactions Ordinance, 2002 (LI of 2002) and
pending proceeding® (1) Sections 36 and 37 of the Electronic Transactions Ordinance,
2002 (LI of 2002) are omitted.

(2) Any action taken by or with the approval of the Authority or proceedings pending under
the provisions of the Electronic Transactions Ordinance, 2002 (LI of 2002) repealed- by sub
section (1), shall continue and be deemed to have been taken or initidegdhis Act.

55. Savings of power$ 3¢[(1)] Nothingin this Act shall affect, limit or prejudice the
duly authorized and lawful powers and functions of the institutions controlled by the
Governments exercised and performed in good faith.

An(2) Any rules, regulations, orders, direc
prior to commencement of the Prevention of Electronic Crimes (Amendment) Act, 2025 ( of 2025) by a
authority competent to make them and in force immedidtefgre the said commencement shall, in so
far as such rules, regulations, orders, directions or instructions are not inconsistent with the provisions
this Act or rules, regulations, orders, directions or instructions made or issued thereunder, bde@eeme
be rules, regulations, orders, directions or instructions made under this Act.

(3) Notwithstanding the provision of sugection (2) any such rules, regulations, orders,
directions or instructions existing prior to commencement of the Prevention of Electronic Crimes.
(Amendment) Act, 2025 ( of 2025) or the rules, regulations, ordeestions or instructions made or
issued thereunder in so far as they are inconsistent with the provisions of this Act shall, to the extent
such inconsistency, be void. o.

%6 Numbered SutSection (1) and added S@ection (2) & (3) vide Sect.14F&d.Act. No. Il of 2025, dt, 29th
Jan, 2025.




PREVENTION OF ELECTRONIC CRIMES
INVESTIGATION RULES, 2018

[Gazette of Pakistan Extraordinary, Part Il,
7th August, 2018]

S.R.0. 979(1)/2018, dated 20.7.2018.In exercise of the powers conferred by
section 51 of the Prevention of Electronic Crimes Act, 2016 (XL of 2016), read with section
29 thereof, the Federal Government is pleased to make the following rules, ramely:

1. Short title and commencement--(1) These rules may be called the Prevention of
Electronic Crimes Investigation Rules, 2018.

(2) They shall come into force at once.
2. Definitions.---In these rules,
(a) "Act" means the Prevention of Electronic Crimes Act, 2016 (XL of 2016);

(b) "Additional Director" means Additional Director of Cybercrime Wing of the Federal
Investigation Agency;

(c) "Additional Director General® means Additional Director General of Cybercrime
Wing of the Federal Investigation Agency;

(d) "Authorized officer" means an officer of the investigation agency authorized by the
Director General to perform any function of the authorized officer under the Act and the
rules;

(e) "Case property"” means an item seized during investigation;

(f) "Circle in-charge" means the overall-gharge of each Cyber Crimes Reporting
Center of a Cybercrime Wing;

(g) "Code" means the Code of Criminal Procedure, 1898 (Act V of 1898);
(h) "Complainant” means a person who makes a complaint for legal action under the Act

() "Cybercrime Reporting Center" means a center established by the Investigatio
Agency for dealing with the matters under the Act within specified territorial limits;

(7)) "Cybercrime Wing" means the Cybercrime Wing of the Federal Investigation
Agency;

(k) "Director" means Director of Cybercrime Wing of the Federal Investigation Agency;
(D "Director General" means Director General of the Federal Investigation Agency;

(m) "Duty Officer" means an officer of the Federal Investigation Agency not below the
rank of Assistant Suinspector at the helpdesk of the Cybercrime Wing of the Federal
Investigation Agency;

(n) "Investigation agency" means the Federal Investigation Agency established under th¢
Federal Investigation Agency Act, 1974 (VIII of 1975);




(o) "Investigation officer" means the authorized officers of the investigation agency
assigned to investigate complaints within the Cybercrime Wing of the Federal Investigatio
Agency;

(p) "Schedule" means a schedule to these rules; and

(g) "Zone" means an area having a maximum of three Cybercrime Reporting Centers i
it.

3. Investigation agency---(1) The Federal Investigation Agency is designated as the
investigation agency for investigation of offences under the Act and shall discharge itg

functions under the Act and the rules through the Cybercrime Wing under the supervision o
the Director Gaeral.

(2) Subject to subrule (3), the circlan-charge shall act as the authorized officer for the
purposes of registration of a complaint and conducting an investigation and exercising an
ancillary powers under the Act.

(3) The Additional Director General may assign cases to any suitable officer of the
Cybercrime Wing for investigation under the Act.

4. Cybercrime Wing.---(1) The Cybercrime Wing shall be manned by such personnel,
having qualifications and skills in the relevant subjects including computer science, digital
forensics, information technology, telecommunications, computer engineering, law or a
related field togenerate forensic reports, investigate and prosecute offences under the Act
as specified in Schedule I.

(2) The Cybercrime Wing shall be headed and supervised by an Additional Director

General who shall be assisted by Directors and Additional Directors to be appointed by th
Director General for respective zones.

(3) The Cybercrime Wing shall be organized into:
(a) Investigation section;

(b) Forensics section; and

(c) Data and network security section.

(4) The investigation section shall be responsible for conducting investigations on
complaints under the Act.

(5) The forensic section shall perform the duties of conducting forensic analysis and
retrieval of digital evidence from the electronic equipment.

(6) The data and network security section shall be responsible for joint analysis and
investigation of cases relating to internet, network data and systems.

(7) The organizational structure of the Cybercrime Wing shall be as provided in Schedulg
Il.

(8) The Federal Investigation Agency, in addition to the Cybercrime Reporting Centers
and forensic laboratories notified under Schedule Ill, may establish, with the prior approva
of the Ministry of Interior, further Cybercrime Reporting Centers andnfgizlaboratories
at such places as may be deemed necessary.




(9) The circle inrcharge shall manage and control the Cybercrime Reporting Center.

(10) An officer not below the rank of Assistant Director shall manage and control the
cybercrime helpdesk at the Cybercrime Reporting Center.

(11) A Deputy Director Forensics having qualification and experience in digital forensics,
information security and related fields as provided in the Schedule Il shall manage ang
control the cybercrime forensic laboratory.

(12) An Additional Director in a zone shall supervise a maximum of three Cybercrime
Reporting Centers and forensic laboratories and shall work under the direct supervision o
the Director Operation.

(13) The Director General shall ensure fair representation of women in the Cybercrime
Wing and at least twenty five percent of investigation and helpdesk officers at the
Cybercrime Reporting Centers shall be women.

5. Powers, functions and responsibilities of cybercrime officers-(1) The
Director General shall be responsible for overall administration of the Cybercrime Wing and
authorized to exercise the powers of the investigation agency under the Act.

(2) Subject to any limitations or requirements provided under the Act or the Code, the
authorized officers shall, for the purpose of an investigation under the Act, in their area o
jurisdiction, have such powers, including powers relating to searclseindre of property,
arrest of persons, and such duties and responsibilities as the officers of a police station hafje
in relation to the investigation of offences under the Code.

(3) The authorized officer may, for the purposes of any investigation under the Act,
exercise any of the powers of an officerdharge of a police station under the Code in any
area in which he is for the time being in relation to investigation of Bamnoé under the Act
and, when so exercising such powers, shall be deemed to be an offaterrge of a police
station discharging his functions as such within the limits of his police station.

6. Cybercrime complaint registration.---(1) The Cybercrime Wing shall establish
helpdesks, comprising of duty officers under the supervision of circlehamge at all
Cybercrime Reporting Centers.

(2) A complaint management and tracking system shall be installed at the cybercrimg
headquarters and all the Cybercrime Reporting Centers to digitalize registration and expedifj
processing of cyber complaints which shall provide a platform of centratlaeabase of
complaints, digitally connected with all the Cybercrime Reporting Centers.

(3) A complainant may file the complaint-person, via email, fax, telephone or other
available digital means to a Cybercrime Reporting Center.

7. Investigation and case procedure--(1) The circle iacharge may allow
registration of a case on a complaint and nominate an investigation officer.

(2) The investigation officer shall conduct the investigation on a clearly chalked out
investigation work plan which shall be approved by the circkeharge as specified in
Schedule V.

(3) The investigation officer shall submit an investigation report within sixty days from
the date of registration of a case as specified in Schedule IV.



(4) In case a cognizable offence has been committed under the Act, the cicblerge,
after seeking legal opinion, shall order the registration of such case subject to the prio
approval of Additional Director in the zone.

(5) In case of a nowtognizable offence under the Act, the circlectmarge shall seek
permission of the competent Court for investigation under section 155 of the Code.

(6) Notwithstanding the requirement to file an interim challan, the Additional Director
in a zone shall authorize the submission of final challan under section 173 of the Code.

8. Search and seizure---(1) The investigation officer shall conduct search and
seizure, strictly in accordance with the provisions of the Act and where required by the Act
after obtaining prior warrant from the Court.

(2) Upon seizure of case property, the proper chain of custody and integrity of seized
articles shall be maintained in line with the procedure laid under the Act and specified in
Schedule V.

(3) While conducting any search or seizure, the investigation officer shall ensure that
only such data or equipment is seized that is absolutely necessary for investigation of th
case and search or seizure is conducted strictly in accordance witlotgqrs of the Act
and the Code.

(4) The investigation officer shall thoroughly process the crime scene by ensuring its
integrity, security and proper documentation of seized items and shall prepare a crime sce
sketch and video record and photograph the crime scene and seized items.

(5) Any search or seizure conducted in violation of the Act or the Code, shall amount to
misconduct and render the concerned officer, in addition to any other liability, to disciplinary
action.

9. Investigation of offences against modesty and dignity of natural persons
(1) In addition to the requirements of confidentiality under the Act, the investigation officer
shall investigate offences against modesty and dignity of natural persons with due regard f
the privacy rights of the aggrieved persons and shall not dist¢he identity of the aggrieved
person and the accused unless such disclosure is required by law or in the interest of furth
investigation.

(2) Any unauthorized disclosure of the contents relating to the modesty and dignity of
natural persons or tampering of digital evidence shall amount to misconduct and render th
concerned officers to disciplinary action as per relevant rules of thetigagsn agency.

(3) The investigation officer shall facilitate the aggrieved persons to seek removal,
destruction of or blocking access to information against the dignity or modesty of a natura
person by the Authority.

10. Transfer of investigation.---(1) The Additional Director of the concerned zone
may, for reasons to be recorded in writing, order transfer of any investigation within the zong
if such transfer is deemed necessary in the interest of fair investigation or may forward thg
case to the Aditional Director General for transfer of the investigation to another zone.

(2) The Additional Director General may, for reasons recorded in writing, pass the order
for transfer of investigation on a request received undeirsig(1).




(3) Any party aggrieved from an order of the Additional Director or Additional Director
General may make a representation to the officer next in rank of the investigation agenc
who shall pass such orders including an order setting aside the order cwmdpdd or
modifying the order as deemed just in the peculiar circumstances of the case.

(4) Nothing contained in this rule, an investigation in a case shall not be transferred fo
more than two transfers.

11. Forensic capability.---(1) The Cybercrime Wing shall establish and maintain
forensic capabilities in line with the highest standard of working to acquire, assess and repo
digital evidence admissible in evidence before any Court.

(2) The Cybercrime Wing shall build the capacity of analyzing information systems, data
and devices in a manner that protects and preserves the evidence and helpful in gatheringfpf
evidence.

(3) The digital evidence acquired through forensic experts shall be thoroughly assesse
with respect to scope of the case to determine appropriate course of action.

(4) The forensic experts examining the digital evidence shall be duly qualified and
responsible for complete and accurate reporting of the results of the digital evidence analysi;
including the recording steps taken during the examination.

(5) The management and working of digital forensic laboratory shall be governed unde
clearly defined procedures as specified under Schedule V.

12. Expert opinion.---(1) A digital forensic expert of Cybercrime Wing shall conduct
forensic analysis of evidence and provide expert opinion in the manner as specified i
Schedule VI.

(2) An expert opinion shall carry the name and designation of the expert who conducteq
the examination.

(3) A forensic expert entrusted with the examination of a digital evidence shall report its
findings within fifteen days from the date of submission of such request and any extensio
of time, if required, shall be requested through the Lab Supervisbe tAdditional Director
General.

13. Re-examination of digital forensic---(1) A person affected by an expert opinion
may for a sufficient cause, apply foregamination before the Additional Director General.

(2) If the Additional Director General is satisfied with the request fecarsideration
of opinion, he may direct any other zonal forensic laboratory of the Cybercrime Wing to re
examine the digital material.

(3) The Director General may, on application of an affected person, allow second re
examination of the digital material.

14. Standard operating procedures and guidelines-The Additional Director
General may, from time to time, issue such operational procedures and guidelines fo
observance by the authorized officers during investigation, forensic analysis and prosecutio
of offences, as deemed appropriate in conformiithwhe provisions of the Act, the Code
and these rules.

15. Mandatory training courses.---(1) The Federal Investigation Agency shall provide
the following mandatory training courses to the personnel of the Cybercrime Wing:



(a) Basic Training Course for all newly recruited officers of twenty six weeks.

(b) Cyber investigation, network security and cyber research Course for cybercrime
investigators, network security and research officers of ten weeks.

(c) Digital Forensic Course for the forensic laboratory personnel of ten weeks.
(d) Legal Expert Course for Assistant Directors and Deputy Directors legal of ten weeks.

(e) Circle or Zone Management Course for circlechmarges and zonal officers of ten
weeks.

(f) Advanced School Course for Assistant Directors aspiring to be promoted as Deput
Directors of twelve weeks.

(2) The Additional Director General shall prepare and regularly update training modules
for mandatory training courses.

(3) All training courses shall be conducted at the training academy of Federal
Investigation Agency or any other training facility authorized by the Director General.

16. Appointment, promotions and transfer.---(1) The Cybercrime Wing shall be
treated as a specialized cadre and only personnel who meet the required qualifications a
criteria as specified in Schedule | shall be posted in the Wing.

(2) The Federal Investigation Agency shall arrange for regular training of its personnel
and shall have a promotion policy based on performance, experience, mandatory training a
advanced skills in handling of offences under the Act.

(3) The appointment, promotion and transfer of personnel of the Cybercrime Wing shall
be conducted as a separate cadre under the Civil Servants (Appointment, Promotion a
Transfer) Rules, 1973.

17. Joint investigation team---(1) The Federal or a Provincial Government on its own
or at the request of the investigation agency may constitute one or more joint investigatio
teams, comprising of representatives from the Cybercrime Wing, intelligence and othe
Government or public s¢or organizations or agencies.

(2) The joint investigation team shall be notified with its complete composition and the
timeframe within which it shall submit its investigation report under the Act.

(3) Ajoint investigation team shall be comprised of the following;
(a) One or more officers of the Cybercrime Wing not below the rank el 8S

(b) One or more officers of an intelligence agency not below the rank e1&88r
equivalent; and

(c) One or more police officers not below the rank ot BS

(4) The Cybercrime Wing shall seek and extend support and cooperation to othe
intelligence and Government or public sector organizations or agencies for investigation an
prosecution of offences under the Act.

(5) The joint investigation team shall work on clearly defined terms of reference as
provided in Schedule VII.




(6) If the Federal and a Provincial Government have separately constituted joint
investigation teams for investigation of a particular case, only the joint investigation team
constituted by the Federal Government shall investigate the case.

18. Cooperation with foreign government, international organization or agency
--(1) The Federal Investigation Agency shall be the designated agency for extending o
requesting international cooperation under the Act and may fully utilize the International
Criminal Police Organization (INTERPOL) for extending or seeking internationa
cooperation in cybercrime related cases.

(2) Subject to the provisions of the Act, the Cybercrime Wing may seek or extend
cooperationto any foreign governmeninternational organization or agency, through the
Ministry of Interior for investigation of an offence under the Act.

19. Report to the Parliament ---(1) In compliance with section 53 of the Act, the
Additional Director General shall, through Ministry of Interior, submit a half yearly report
to both Houses of the Parliament in respect of the activities of the Cybercrime Wing in the
form specified in Scédule VIII by 31st January and 31st July regarding preceding half of
the year.

(2) The Cybercrime Wing shall designate officers for regular compilation and validation
of data as per the requirements of Schedule VIII.

(3) The Cybercrime Wing shall not provide any identity information in the report but it
may, upon requisition of the Members of the Parliament, discuss the said reparhémna
and provide identity information for examination in public interest.

(4) The Cybercrime Wing shall comply with the recommendations of the Parliament
approved during consideration of the report in order to improve its functions under the Act.

20. Principles and values of investigatior--(1) The Cybercrime Wing shall comply
with the investigation principles and values, provide clear direction and guidelines to the
cybercrime investigators to protect the rights of all parties in a complaint and ensure naturg
justice, due process and pemural fairness during the course of investigation.

(2) The principles and values of investigation shall provide the fundamental standardg
for cybercrime investigations including the following:

(a) Investigators should perform all investigative activities with the highest level of
integrity;

(b) Persons responsible for the conduct of an investigation shall demonstrate the highe
professional competence;

(c) Investigators should maintain impartiality, objectivity and fairness throughout
investigation and shall declare any potential or real conflict of interest;

(d) Investigators should endeavour to maintain both the confidentiality and the
protection of witnesses;

(e) Conduct of the investigation should demonstrate the investigator's commitment to
ascertaining the facts of the case;




(f) Findings should be based on substantiated facts and related analysis, not suppositioljis
or assumptions and the findings shall be factual, impartial, objective and clear, and ma
include reasonable inference; and

(g) Conclusion provides summary of the investigation based on the established facts an
how they relate to the allegations and applicable law.
SCHEDULE |
[See rules 4(1) and 16(1)]
JOB DESCRIPTION AND QUALIFICATIONS

1. ADDITIONAL DIRECTOR GENERAL (BPS -21)

Job description

(i) Responsible to administer, supervise all activities of Cybercrime Wing and to control
and investigate Cyber Crimes.

(i) Undertake, necessary measures to ensure implementation of cyber law and to providj
guidelines to various government agencies to secure their computer networks.

(i) Responsible to initiate appropriate measures to safe guard digital national assets arjjp
to respond cyber threats in a professional way.

(iv) Exercise all administrative and financial powers, within the framework approved by
the Government for efficient working of Digital Forensic Laboratory and Cyber Crimes
Reporting Centers.

Education and experience

MA, MSc(CS), BCS, BS(CS), MCS, BIT, MIT or BE Computer Engineering or LL.B
with twenty years or above experience of working in the versatile areas of administration
policing, investigations, information security and network security at any relevant
department or agency at senior positions. Should have sound understanding of the workinjg
of Government or public sector organizations in Pakistan, their business processeq
functional areas and sufficient knowledge of regulatory bodies and their issBegistan
in the areas of telecom. Experience in digital forensics and sound understanding of globg
issues and resources dealing with information security would be preferred. Candidate havin
a dynamic personality with administrative capabilities and ggpee would be considered
as additional advantage.

2. DIRECTOR (BPS-20)

Job description

(i) Responsible to administer and supervise all activities of Cybercrime Wing to control
and investigate cybercrimes.

(i) Undertake necessary measures to ensure implementation of cyber law and wil
provide guidelines to various government agencies to secure their computer networks.

(i) Responsible to initiate appropriate measures to safe guard digital national assets arji
to respond cyber threats in a professional way.



(iv) Exercise all administrative and financial powers, within the framework approved by
the Government for efficient working of Digital Forensic Laboratory, and Cybercrime
Reporting Center.

Education and experience

MA, MSc(CS), BCS, BS(CS), MCS, BIT, MIT, BE Computer Engineering or LL.B
with twenty years or above experience of working in the versatile areas of administration
policing, investigations, information security and network security at any relevant
department or agency at senior positions. Should have sound understanding of the workinj
of Government or public sector organizations in Pakistan, their business processeg
functional areas and sufficient knowledge of regulatory bodies and their issuakigtai
in the areas of telecom. Experience in digital forensics and sound understanding of globg
issues and resources dealing with information security would be preferred. Candidate havin
a dynamic personality with administrative capabilities and expeg would be considered
as additional advantage.

3. ADDITIONAL DIRECTOR OPERATIONS/CRIMES (BPS -19)

Job description

() Manage and participate in the development and implementation of goals,
organization's objectives, policies, recommend and administer policies and procedures in t
changing trend of Cybercrimes.

(i) Monitor performance of technical teams of Cybercrime Reporting Centres, forensic
Labs and data and network security sections and submission of performance reports
Director.

(i) Work as zonal ircharge and supervise Cybercrime Reporting Centres and Forensic
Labs.

(iv) Submit crime activity report to Director on Monthly basis or as and when desired.
(v) Prepare requests for proposals related to tasks areas and implement review procesijl

(vi) Processing and monitoring of circle and zonal offices performance. Management of
crime data of Cybercrime Reporting Centres.

(vii) Plan, direct, coordinate, and review the work plan for assigned staff including those
with extended hours and 24/7 operations. Ability to fill multiple roles at the same time.

(viii) Authorized to grant permission for registration, close eopen of investigation.

(ix) Authorized for grant of permission to register a case or FIR and submission of challa
in the Court.

(X) Look after all matters relating to administrative affairs. Provide a variety of support
services as and when directed by the Director.

(xi) Perform miscellaneous related duties as assigned by the Director.
(xii) Act as Drawing and Disbursement Officer for the zone.
Education and experience

MSc(CS), BCS, BS(CS), MCS, BIT, MIT, BE Computer Engineering or Lwibh
fifteen years or above post qualification experience including four years in the field of




cybercrime investigation, forensic, network security, research, database plus Government (¢
public sector organizations related work experience would be considered as an additiong
advantage.

4. DEPUTY DIRECTOR INVESTIGATION/CRIME (BPS -18)

Job description

() Manage and participate in the development and implementation of goals,
organization's objectives, policies, recommend and administer policies and procedures int
changing trend of cybercrimes. Work as circlearge and supervise Cybercrime Rejng
Center.

(i) Conduct all investigations, collection and preservation of evidence at the crime
scene.

(i) Prepare requests for proposals related to tasks areas and implement review procegls

(iv) Processing and monitoring of circle performance. Management of crime data of
Cybercrime Reporting Center.

(v) Conduct criminal investigations, identify and arrest criminals to secure the best
evidence through investigation.

(vi) Prepare and execute investigation work plan.

(vii) Responsible for the collection of all relevant documentation, information or data that
will be required to form an overall picture of the circumstances of the case.

(viii) Identify appropriate witnesses and obtain statements.

(ix) Submit complete and correct paperwork compiled observing highest professional
standards, within set time limits and ensure evidential integrity.

(x) Command, direct and lead to subordinates when working in groups.
(xi) Assign subordinates duties, as need dictates.
(xii) Look after all matters relating to administrative affairs.
(xiii) Provide a variety of support services as and when directed by the Director.
(xiv) Perform miscellaneous duties as assigned by the Director.
Education and experience

BS(CS), BS(SE), BS (Telcom), BIT, MIT; MSc, MCS or MS(CS) with six years or
above experience in the field of cyber investigation, network security systems and forensit
analysis tools and techniques is essential. Government or public sector ongasirelated
working experience in Pakistan and sound understanding of global interests and resourcqls
would be considered as additional advantage.

5.DEPUTY DIRECTOR ADMIN (BS -18)

Job description

(i) Maintain training of employees; maintaining a safe and secure work environment;
developing personal growth opportunities.

(i) Initiate, coordinate and enforcing systems, policies and procedures.

(i) Recommend or order transfer or posting of the employees.



(iv) Deal with all kind of logistic matters.

(v) Plans, directs and manages the operation of a very large sized, operation, or directsfjp
complex specialized program.

(vi) Supervise a large diversified administrative program, which may involve
coordinating the work performed in several separate locations.

(vii) Prepare reports and data of a complex nature for the department.

(viii) Design and review systems and procedures to accommodate new or additional wor
or to provide improved efficiency.

(ix) Supervise, train and monitor subordinate staff.

(x) Act as advisor on administrative matters to senior management and to regiona
offices.

(xi) Carry out special assignments for senior personnel.
(xii) Coordinate work in regional offices.
(xiii) Analyze various reports and make recommendations to senior personnel.
(xiv) Performs other duties as assigned.
Education and experience

BS(CS), BS(SE), BS (Telcom), BIT, MIT, MSc, MCS or MS(CS) with six years or
above experience in the field of cyber investigation, network security systems, forensiq

analysis tools and techniques is essential. Government or public sector orgasireltoed
working experience in Pakistan and sound understanding of global interests and resourct
would be considered as additional advantage.

6. DEPUTY DIRECTOR FORENSICS BS-18

Job description
(i) Conduct examinations of computers and media generated by computers to develo
evidence as an expert in the specialty area of forensic computer science.

(i) Use experience and knowledge of a wide variety of advanced computer technologie
and theories to conduct analysis of submitted evidence.

(i) Receive, inventories, and signs for physical evidence submitted for examination.
(iv) Review laboratory requests and determines the type of examination needed.

(v) In data recovery cases, determine the most appropriate method of protecting origina
evidence and recovering deleted, erased, hidden and encrypted data.

(vi) With other forensic scientists and examiners, identifies and recommends methodj
and procedures for preservation, evidence recovery, and presentation of computer evidengp.

(vii) Take proper safety precautions, anticipates unsafe circumstances, and act
accordingly to prevent accidents.

(viii) Responsible for the safety of self, others, materials, and equipment. Uses all requireg
safety equipment.




Education and experience

PhD, MSc(CS), BCS, BS(CS), MCS, BIT, MIT,BE Computer Engineering, or
Telecom Engineering with (three years or above post qualification for Ph.D and six years o
above post qualification for MCS) experience in IT or Information Security includiregthr
years in cybercrimes investigation or computer forensic. Government or public secto
organizations related working experience in Pakistan and sound understanding of globg
interests and resources would be considered as additional advantage.

7.DEPUTY DIRECTOR RESEARCH (BS-18)

Job description
(i) Drafting research specifications accordingly.

(i) Managing external researchers and more junior staff; supervising, encouraging an(
mentoring.

(i) Ensuring that research is conducted within a set time frame to meet policy
requirements. Agreeing the terms of reference for research.

(iv) Liaising between external researchers and policy customers.

(v) Commenting on draft research instruments (e.g. questionnaires).
(vi) Ensuring quality control of research.

(vii) Commenting on or editing draft research reports.

(viii) Working in close partnership with both external research contractors and policy
colleagues during the course of research studies.

(ix) Working on a wide range of research assignments and employing a range of differen
research methodologies.

(x) Producing both written and oral briefs for policy colleagues and ministers based on
reviews of research evidence.

(xi) Explaining complex ideas and findings in a way that can be easily understood by la
people.

(xii) Working in an analytical, systematic and rational way.

Education and experience

MSc, (CS), BCS, BS(CS), MCS, BIT, MIT or BE Computer Engineering with (six
years or above computing education) with three years or above experience or BCS (CS) (fo
years) with five years or above experience of working as a network security expestell
reputed establishment or company. Strong background in information security, including
program analysis, development and testing. Experience in providing information security to
a complex entity.

8.DEPUTY DIRECTOR NETWORK SECURITY (BS -18)

Job description
(i) Participate in the security monitoring of missiontical network nodes and systems,
and security devices.

(i) Provide secondkevel response and investigation to security monitoring team.




(i) Investigate abnormal events, qualify potential security breaches, raise securit
incident alerts and perform technical and management escalation.

(iv) Implement second level mitigation action in response to confirmed security incidents
and answer to network security experts escalations for verification and possible furthe
mitigation actions.

(v) Perform assigned change management activities on security devices.
(vi) Document incident cases and archive all related evidence.

(vii) Write and update process and procedure or guideline documents to ensurg
consistent, effective and efficient methods to meet the operational goals.

(viii) Lead network security risk and vulnerability assessments and systems securit
audits.

(ix) On call to support 24/7 security monitoring team when required.
Education and experience

BS(CS), BS(SE), BIT, MIT, MSc (Electronics) or MSc (CS) having five years or
above post qualification experience in the relevant field as a network security expert in g
well reputed establishment or company.

9. DEPUTY DIRECTOR SOFTWARE (BS-18)

Job description

(i) Participating in the planning and Architecting and developing software and preparing
technical documentation describing the usage of this software; integrating and packagin
internally and externally developed software to provide seamless envirtstoarsers.

(i) Deploying software and supporting its use by local and remote users.

(i) Measuring the effectiveness of programming tools and techniques and developing
new tools and techniques to use distributed resources most efficiently.

Education and experience

MSc (CS), BCS, BS(CS), BS(SE), BIT or MIT having five years or above post
gualification relevant experience of working as senior software developer in a well reputeq
establishment or company.

10.DEPUTY DIRECTOR DATABASE (BS-18)

Job description

(i) Review, develop, and design data models using standard diagramming techniques, i
conjunction with application development teams; create logical data models and translat
into physical database structures that integrate with existing or proposedsatdhictures.

(i) Monitor relational databases to optimidatabase performance, resource use, and
physical implementation of databases; address a variety of database integration issuf
including migration between disparate databases, integration, maintenance/conversio
capacity planning issues, and new applmag.

(i) Monitor and maintain database security and database software, in cooperation wit
data security administrators and to maintain availability and integrity of databases throug




multiple access schemes; facilitates sharing of common data by overseeing proper key arjp
index management and data dictionary maintenance.

(iv) Monitor and manage database backups, logs, and journals; install, maintain ang
upgrade database software; restore and recover data as required.

(v) Create, procure and maintain various database related documents such as manudjls
and programmers handbooks.

Education and experience

MSc (CS), BCS, BS(CS), BS(SE), BIT or MIT having five years or above relevant
post qualification experience of working as database administrator in a well reputed
establishment or company.

11.DEPUTY DIRECTOR LEGAL (BS -18)

Job description

() Ensuring departmental field procedures are in compliance with existing legal
requirements.

(i) Attending and providing legal counseling for cybercrime investigations.
(i) Providing legal advice regarding the handling and disposition of evidence.
(iv) Publishing articles and summaries of legislative enactments and relevant court case

(v) Developing training outlines and teaching subject which have legal content; and
providing onthe-spot legal advice to officers when the advice affects an activgoomy
cybercrime investigation which cannot wait for research at the office.

(vi) Assists with major cybercrime investigations.
Education and experience

LL.B having seven years or above post qualification experience in the relevant field.
12. ASSISTANT LEGAL ADVISOR (BS -17)

Job description

() Ensure that departmental field procedures are in compliance with existing legal
requirements.

(i) Attend and provide legal counselling for cybercrime investigations of cybercrimes.
(iii) Prosecution of NR3C cases in Courts.

(iv) Provide legal advice regarding handling and disposition of evidence, publishing
articles and summaries of legislative enactments and relevant court cases.

(v) Develop training outlines and teach subject which have legal content.
(vi) Provide onthe-spot legal advice to investigators.

Education and experience

LL.B having five years or above relevant post qualification experience caBaaw
or LL.M having two years or above relevant experience in Courts.



13.ASSISTANT DIRECTOR CYBER CRIME INVESTIGATION (BS -17)
Job description
(i) Prepare investigation work plan for all entrusted cases and enquires.

(i) Undertake investigation of cybercrime within the area of jurisdiction of Investigation
Section, including completing actions, offender processing, preparation of evidential files
and relevant court appearances.

(i) Conduct all investigations, collection and preservation of evidence at the crime
scene.

(iv) Conduct criminal enquiries and investigations, identify and arrest criminals to secure
the best evidence through investigation, working to an agreed case investigation plan.

(v) Responsible for the collection of all relevant documentation, information or data that
will be required to form an overall picture of the circumstances of the case.

(vi) ldentify appropriate witnesses and obtain statements.

(vii) Submit complete investigation reports observing highest professional standards
within set time limits and ensure evidential integrity.

(viii) Command, direct and lead subordinates when working in groups.
(ix) Assign subordinates duties, as need dictates.
(x) Conduct departmental inquiries where entrusted.

Education and experience

MSc(CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having five years or
above post qualification experience in forensics, information security, data recovery
techniques. A good knowledge of network security systems, forensic analysis tools ang
techniques isessential. Government or public sector organizations related working
experience in Pakistan and sound understanding of global interests and resources would
considered as additional advantage.

14. ASSISTANT DIRECTOR ADMIN (BS -17)

Job description
() Plans, directs and manages the operation of a very large sized operation, or directs(ja
complex specialized program.

(i) Supervise a large diversified administrative program, which may involve
coordinating the work performed in several separate locations.

(i) Recommend transfer or posting of the employees.

(iv) Prepare reports and data of a complex nature for the department.

(v) Design and review systems and procedures to accommodate new or additional wor
or to provide improved efficiency.

(vi) Supervise, train and monitor subordinate staff.

(vii) Act as advisor on administrative matters to senior management and to regiona
offices.




(viii) Carry out special assignments for senior personnel.

(ix) Coordinate work in regional offices.

(X) Analyze various reports and make recommendations to senior personnel.
(xi) Performs other duties as assigned.
Education and experience

MSc (CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having experience (five
years or above post qualification) in forensics, information security, data recovery technique
will be eligible. A good knowledge of network security systems, forensatyais tools and
techniques is essential. Government or public sector organizations related working
experience in Pakistan and sound understanding of global interests and resources would (fle
considered as additional advantage.

15.ASSISTANT DIRECTOR LOGISTIC (BS -17)

Job description
(i) Preparation of master copy of invoices for each month.

(i) Attaching invoices and other supporting documents with the voucher.
(iii) Arranging the vouchers according to ledgers in each file.

(iv) Maintaining petty cash.

(v) Updating bank register and preparing bank reconciliations.

(vi) Coordination with suppliers and preparation of procurement documents i.e. purchasg
requisition, goods received note etc.

(vii) Maintain inventory of office stationery etc.

(viii) Preparation of HR documents.

(ix) Maintaining personal files of the personnel.

(x) Assist Accounts officer in all kind of financial matters.

(xi) Payment of utility cheques, vendor bills etc.

(xii) Supervise office vehicle and responsible for review of vehicl®dads.

(xiii) Preparation of summary of monthly fuel expense, food expense, communication
expense etc.

(xiv) Ensure logistics requirements take gensgpecific needs into consideration.
(xv) Any other task assigned by the supervisors.
Education and experience

MSc(CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having five years or
above post qualification experience in forensics, information security, data recovery
techniques. A good knowledge of network security systems, forensic analysis tools ang
techniques is essential. Government or public sector organizations related working
experience in Pakistan and sound understanding of global interests and resources would (fle
considered as additional advantage.




16.ASSISTANT DIRECTOR, STRESS COUNSELOR (BS17)

Job description
() Develop and implement a stress management plan applicable to all Cybercrimg
Reporting Centers in the country.

(i) Provide individual, group and critical incident counselling sessions to the
complainants or victims and dependents as/when needed.

(i) ldentify, address and follow up on critical incident stress cases among the
cybercrime victims and dependents in the country.

(iv) Be willing to visit and travel regularly to the offices or saoffices in the country in
order to implement preventative stress management training activities and offer technica
consultations when needed.

(v) Perform ongoing assessments and monitor the determinants of stress in complainan(ys
to include activities such as data collection, analyses and related documentation.

(vi) Conduct regular stress counselling sessions for all personnel in zonal offices,
Cybercrime Reporting Centers, forensic labs and headquarters.

Education and experience

Minimum master's degree or equivalent in psy€docational studies, psychology,
psychiatry, clinical social work, or other clinical mental health profession. Minimum of five
years of professional experience in psychological counselling, trainiiig, skith special
emphasis on managing critical incident stress. Female candidates would be preferred for thjfs
post.

17.ASSISTANT DIRECTOR HARDWARE (BS -17)

Job description
() Plan, design, construct and maintain the hardware equipment of computers.

(i) Carry out repairs and testing of computer equipment and peripherals.

(i) Ensure hardware systems are up and running at all times without interrupting thg
flow of work.

(iv) Recommend purchase of equipment to control dust, temperature, and humidity i
areas of system installation.

(v) Specify power supply requirements and configuration.

(vi) Coordinate installation of software system.

(vii) Monitor functioning of equipment to ensure system operates properly.

(viii) Make repairs as needed.

(ix) Train users to use new or modified computer systems and equipment.
Education and experience

MSc(CS), BCS, BS(CS), BS(SE), BIT, MIT having five years or above relevant post
gualification experience of working as hardware engineer in a well reputed establishment o
company.




18.ASSISTANT DIRECTOR ACCOUNTS (BS-17)

Job description

() Look after all matter relating to financial affairs including preparation of papers for
disbursement, maintaining accounts, complying with audit requirements and preparing
reports on financial matters.

(i) Maintain accounts and finaneegelated system, procedures and methods for record
keeping.

(i) Prepare a variety of reports on financial activities and status for budge preparation.
(iv) Perform miscellaneous related duties as assigned.

Education and experience

Bachelor degree in commerce, account or ACM. Minimum five years relevant post
qualification experience.

19.ASSISTANT DATABASE ADMINISTRATOR (BS -17)

Job description

() Review, develop, and design data models using standard diagramming techniques, |
conjunction with application development teams; create logical data models and translat
into physical database structures that integrate with existing or proposdxsatstructures.

(i) Monitor relational databases to optimise database performance, resource use, arff
physical implementation of databases; address a variety of database integration issugls
including migration between disparate databases, integration, maintenance/mmvers
capacity planning issues, and new applications.

(iii) Monitor and maintain database security and database software, in cooperation wit
data security administrators and to maintain availability and integrity of databases throug
multiple access schemes; facilitates sharing of common data by overpeepsy key and
index management and data dictionary maintenance.

(iv) Monitor and manage database backups, logs, and journals; install, maintain ang
upgrade database software; restore and/or recover data as required.

(v) Create, procure and maintain various database related documents such as manudjls
and programmers handbooks.

Education and experience

MSc(CS), BCS, BS(CS), BS(SE), BIT or MIT having three years or above relevant
post qualification experience of working as database administrator in a well reputed
establishment or company.

20.ASSISTANT DIRECTOR NETWORK (BS -17)

Job description
(i) Manages multiple servers, workstations, and X terminals, ensuring proper integratio
of these components with existing computer systems.

(i) Manage multiple linked databases to include security, data safety and integrity,
disaster recovery, and development and implementation of bulk data import and expor
procedures.



(i) Responsible to plan and implement system security policy, to include firewalls, host
and client access, file permissions, and user accounts and to design and develop advandjd
methods and procedures for collecting, organizing, interpreting, andifgiag data for
input and retrieval and to design program specific applications in accordance with the need;
to install and debug new and upgraded software on server and other platforms, ensuri
compliance with current site licenses; designs, prograamsi manages websites and
associated pages.

(iv) Research, evaluate, purchase, install, configure, and troubleshoot all hardware
peripherals, and equipment, networks, systems, and applications necessary to meet integrafjed
systems objectives.

Education and experience

MSc(CS), BCS, BS(CS), BS(SE), BIT or MIT level having three years or above
relevant post qualification experience of working as network administrator in a well reputed
establishment or company.
21.ASSISTANT DIRECTOR/IN -CHARGE HELPDESK (BS-17)

Job description
(i) Supervise Duty officers.

(i) Overall inrcharge of complaint management and tracking system.

(iii) Monitor the complaint management system and submit the report on weekly basig
to Deputy Director Crime.

(iv) Responsible to maintain complete data relevant to cases enquiries and complaints ¢
Cybercrime Reporting Center.

(v) Responsible to assist the Deputy Director Crime.
(vi) Manage the query from organizations, public etc.

(vii) Manage the complaints received from departments, public in person or threugh e
mails, telephone or any other digital means.

(viii) Post of Help Desk Officer is redesignated as Assistant Director Help Desk Officer.

(ix) Responsible to scrutinize each complaint before submission to Investigation Officer.
Education and experience

MSc (CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having three years or
above post qualification experience in the relevant field in a well reputed
establishment/company.

22.VICTIM AND WITNESS SUPPORT OFFICER (BS -17)

Job description

(i) Contact each victim and witness to ensure victims are correctly identified and offered
the appropriate level of support and decide on the best way to carry out a need assessme

(i) Ensure all victims and witnesses are updated with the progress of their case.

(i) Respond to enquiries from victims and witnesses seeking progress updates
escalating any potential victim/witness problems to relevant parties. Prepare victims ang
witnesses for the court process and possible attendance at Courts to give evidence.



(iv) Accurately use relevant computer systems, recording and updating information to
ensure an effective service is provided. Comply with time constraints, quality standards, dat
protection and information security requirements whilst up holding the odgthics.

(v) Maintain a process of monitoring incoming work, in order to prioritise the work being
undertaken and ensure that work is being delivered in a timely manner. Deliver a high leve
of personal performance and actively contribute to the overall perfaenabjectives
Victims code of practice and strengthening public confidence.

(vi) Responsible for providing a point of contact with victims and witnesses of crime.
Education and experience

MSc(CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having five years or
above post qualification experience in the relevant field of Forensics, Information Security,
data recovery techniques will be eligible. A good knowledge of victim and veiteggport
services and techniques is essential. Government or public sector organizations relatg
working experience in Pakistan and sound understanding of global interests and resourct
would be considered as additional advantage.

23.ASSISTANT DIRECTOR FORENSIC (BS-17)

Job description

(i) Conduct examinations of computers and media generated by computers to develo
evidence as an expert in the specialty area of forensic computer science.

(i) Use experience and knowledge of a wide variety of advanced computer technologie
and theories to conduct analysis of submitted evidence.

(i) Receive, inventories, and signs for physical evidence submitted for examination.

(iv) Review laboratory requests and determines the type of examination needed.

(v) In data recovery cases, determine the most appropriate method of protecting origina
evidence and recovering deleted, erased, hidden and encrypted data.

(vi) With other forensic scientists and examiners, identifies and recommends methodj
and procedures for preservation, evidence recovery, and presentation of computer evidendg.

(vii) Take proper safety precautions, anticipates unsafe circumstances, and acf
accordingly to prevent accidents.

(viii) Responsible for the safety of self, others, materials, and equipment. Uses all requireg
safety equipment.

(ix) Technical writing written and oral communications skills organizational and multi
tasking abilities Results and deadline oriented skills.

(x) Responsible for writing and editing standard operating procedures, laboratory
procedure manuals, and other related documents.

Education and experience

MSc(CS), BCS, BS(CS), MCS, BIT, MIT or BE Computer Engineering, Telecom
Engineering six years or above post qualification experience in the relevant field of IT or
information security including three years or above experience in cybercrimes gatesti
or computer forensic. Government or public sector organizations related working experiencs




in Pakistan and sound understanding of global interests and resources would be consider
as additional advantage.

24.INSPECTOR - CYBER CRIME INVESTIGATOR (BS -16)

Job description
(i) Prepare investigation work plan for all entrusted cases and enquires.

(i) Undertake investigation of cybercrime within the area of jurisdiction of Investigation
Section, including completing actions, offender processing, preparation of evidential files
and relevant court appearances.

(i) Conduct all investigations, collection and preservation of evidence at the crime
scene.

(iv) Conduct criminal enquiries and investigations, identify and arrest criminals to secure
the best evidence through investigation, working to an agreed case investigation plan.

(v) Responsible for the collection of all relevant documentation, information or data that
will be required to form an overall picture of the circumstances of the case.

(vi) ldentify appropriate witnesses and obtain statements.

(vii) Submit complete investigation reports observing highest professional standards
within set time limits and ensure evidential integrity.

(viii) Command, direct and lead subordinates when working in groups.
(ix) Assign subordinates duties, as need dictates.
Education and experience

MSc (CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having five years or
above post qualification experience in the relevant field of forensics, information security,
data recovery techniques will be eligible. A good knowledge of network seaystgms,
forensic analysis tools and techniques is essential. Government or public sector organizatio
related working experience in Pakistan and sound understanding of global interests an
resources would be considered as additional experience.

Minimum physical standard
For male candidates: Height&' and Chest 3233 1/2".

For female candidates: Height-Z'(documentary proof from authorized Medical
authorities required).

25.CYBER CRIME ANALYST (BS -16)

Job description

(i) The analyst will provide tactical and strategic analysis through the investigation of
suspicious network and account activity that could lead to data or monetary loss. The analy
will be expected to report cybercriminal tactics techniques and guoes (TTPs), trends,
patterns, and emerging threats that threaten customer data and financial losses.

(i) The analyst will leverage open sources, vendors, Clear net and Dark web data t(
detect and mitigate the exploitation of Discover assets that leads to data loss (customg
information).




(i) At times, the analysts will be expected to work in the absence of oversight and

management.

(iv) Assist in developing strategic analysis through the identification and reporting of
cybercriminal tactics techniques and procedures (TTPs), criminal trends and patterng
emerging threats and the changing fraud landscape.

(v) Assist in providing deliverables in the form of Operational Analysis, Collection
reports, Threat assessments for specific crimes, Scheduled reports that include weekly aifd
monthly reports.

(vi) Engages the organization on both technical andteohnical fraud.

(vii) Responsible for enhancing the Cyber Fraud intelligence capability as part of the cybe
fraud team's mitigation efforts.

(viii) Promote a riskaware culture and ensure efficient and effective risk and compliance
management practices by adhering to required policies and procedures.

Education and experience

MSc (CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having five years or
above post qualification experience in the relevant field of forensics, information security,
data recovery techniques will be eligible. A good knowledge of network seaystgms,
forensic analysis tools and techniques is essential. Government or public sector organizatioffs
related working experience in Pakistan and sound understanding of global interests an
resources would be considered as additional experience.

26.OFFICE SUPERINTENDENT (BS -16)

Job description
() Record keeping of all branches or sections.

(i) Supervise the work of Assistants, Clerks etc.

(i) Process and submit files of all branches to higher officers in proper and completg
form.

(iv) Maintain the discipline and tidiness in branch or section.

Education and experience

Bachelor's degree (B.A) or B.Sc or B.Com or equivalent with minimum five years or
above post qualification experience in the relevant field.

27.DATA ENTRY OPERATOR (BS-14)

Job description
(i) Do data entry of any kind within the organization.

(i) Can be assigned to do small computer related like typing of letters, creation of
mathematical sheets, creation of presentation etc.

Education and experience

FA, FSC, ICS, having three years or above relevant post qualification experience.



28. TECHNICAL ASSISTANT (BS -14)

Job description
() Performing technical tasks at helpdesk Cybercrime Reporting Center and digital
forensic lab.

(i) Register and enter complaints received in CMTS, at Cybercrime Reporting Center.

(i) Proficiency with computer programs, such as Microsoft word and excel, and
database systems.

(iv) Collecting and interpreting data in order to generate reports on daily basis.
(v) Reading and understand technical documentation.
(vi) Manage the query from organizations, public etc.

(vii) Manage the complaints received from departments, public in person or through
emails, telephone or any other digital means.

Education and experience

BCS, BSIT, Bachelor's degree (B.A), B.Sc, B.Com or equivalent with minimum five
years post qualification experience in the relevant field of IT or relevant experience of
working in a well reputed establishment or organization.

29.SUB-INSPECTOR - CYBERCRIME INVESTIGATOR (BS -14)

Job description
(i) Prepare investigation work plan for all entrusted cases and enquires.

(i) Undertake investigation of cybercrime within the area of jurisdiction of Investigation
Section, including completing actions, offender processing, preparation of evidential files
and relevant court appearances.

(i) Conduct all investigations, collection and preservation of evidence at the crime
scene.

(iv) Conduct criminal enquiries and investigations, identify and arrest criminals to secure
the best evidence through investigation, working to an agreed case investigation plan.

(v) Responsible for the collection of all relevant documentation, information or data that
will be required to form an overall picture of the circumstances of the case.

(vi) Identify appropriate witnesses and obtain statements.

(vii) Submit complete investigation reports observing highest professional standards
within set time limits and ensure evidential integrity.

(viii) Command, direct and lead subordinates when working in groups.
(ix) Assign subordinates duties, as need dictates.
Education and experience

MSc (CS), BCS, BS(CS), BS(Telecom), BS(SE), BIT or MIT having five years or
above post qualification experience in the relevant field of forensics, information security,
data recovery techniques will be eligible. A good knowledge of network se@ystgms,
forensic analysis tools and techniques is essential. Government or public sector organizatioffs




related working experience in Pakistan and sound understanding of global interests an
resources would be considered as additional experience.

Minimum physical standard
For male candidates: Height&' and Chest 3233 1/2".

For female candidates: Height-Z'(documentary proof from authorized Medical
authorities required).

30.ASSISTANT (BS-14)

Job description
() Provide comprehensive and wide ranging support or secretarial services to the seniq
management and the professional staff.

(i) Order and maintain inventory or stock registers of relevant office supplies for
effectiveness operations and personnel duties.

(ii) Maintain administrative, archival and personnel files.
(iv) Perform miscellaneous jelelated duties as assigned.

Education and experience

Bachelor's degree (B.A) or B.Com. Minimum five years post qualification experience
in the relevant field.

31.UDC (BS11)
Job description

() Responsible for recording and indexing.

(i) Supervise the R & I (CR) Section of the branch.
(i) Perform night duty if required.

(iv) Prepare pay bills etc. and duty of cashier.

Education and experience

FA or FSc with three years or above post qualification experience in the relevant
field. Computer experience would be preferred.

32.ASSISTANT SUB-INSPECTOR (BS-09)

Job description
() Responsible to work as helpdesk officer at Cybercrime Reporting Centers.

(i) Perform the duties as Moharrar Malkhana in zonal offices.
(iii) Perform the duties as Court Pervi Officer in zonal offices.
(iv) Perform the duties as Moharrar in zonal offices.

(v) Perform the duties as Guahd-charge in zonal offices.

(vi) Assist the Investigators.

(vii) Responsible to handle and manage the complaints.

(vii) Responsible to perform the tasks assigned by thehénge.




Education
F.Scor ICS.
Minimum physical standard
For male candidates: Height&' and Chest 3233 1/2".

For female candidates: Height-Z'(documentary proof from authorized Medical
authorities required).

33.LDC (BS-09)

Job description
() Deal with the routine assigned office work.

(i) Dispatch and diaries of the office daily dak.
(i) Provide assistance as typist.
(iv) Perform the duties as telephone operators.

Education and experience

F.A or F.Sc with two years or above post qualification experience in the relevant
field.

34. HEAD CONSTABLE (BS-07)

Job description
(i) Perform the duties of Naib Court for assisting the prosecutor.

(i) Provide assistance to the investigation officer for custody of the offenders.

(i) Provide assistance during raid.

(iv) Maintain record of the seized digital equipment.

(v) Responsible to perform all duties/tasks assigned by tubdnge.
Education
FA, FSc or CS.

Minimum physical standard

For male candidates: Height&' and Chest 3233 1/2".

For female candidates: Height-&' (documentary proof from authorized Medical
authorities required).

Age: 1825 years.

35.CONSTABLE (BS-05)

Job description
(i) Provide assistance to the investigation officer.

(i) Perform assistance during raid.




(il) Maintain record of the seized digital equipment.
(iv) Responsible to perform all duties/tasks assigned by tiuhdnge.
Education
Matric with science.

Minimum physical standard
For male candidates: Height&' and Chest 3233 1/2".

For female candidates: Height-&'(documentary proof from authorized Medical
authorities required).

Age: 18-25 Years

36.DISPATCHER (BS-05)

Job description
(i) Responsible to dispatch and deliver the dak or file within the city.

(i) Any other duty that may be assigned to him by his officeshiarge.
Education and experience

Middle or matriculate would be given preference. Valid motorcycle driving license
holder.

37.DRIVER CONSTABLE (BS-05)
Job description

(i) Responsible to maintain the vehicle physically.
(i) Responsible to keep the vehicle neat and clean.
(i)  Knows defensive driving skills.
(iv) Holder of LTV driving license.

Education and experience

Matric with maximum 2nd Division, expert in driving light vehicles, valid LTV
driving license, Must have knowledge of the maintenance of vehicles.

Minimum physical standard
For male candidates: Height&' and Chest 3233 1/2".

For female candidates: Height-&'(documentary proof from authorized Medical
authorities required).

Age: 1825 years.

38.ELECTRICIAN (BPS -05)

Job description
(i) Maintain and operate all electrical equipment of the office.

(i) Assist the investigators during raid to dismantle the electronic equipment's.

(i) Install and maintain wiring, control, and lighting systems.




(iv) Diagnose malfunctioning systems, apparatus, and components, using test equipme
and hand tools, to locate the cause of a breakdown and correct the problem.

Education and experience

Matric or SSC, with three years or above post qualification experience in the relevant
field. Holding a valid minimum of one year diploma of electrician may be preferred.

39.NAIB QASID (BS-02)

Job description
(i) Clean office furniture and record before office hours.

(i) Attend to general arrangement and tidiness of office furniture.

(i) Carry from one place to another within and outside office premises official's files,
papers or dak.

(iv) Conduct visitors to the officers.
(v) Attend to other small chores like serving of drinking water etc.

(vi) Any other duty that may be assigned to him by his Officer In charge during working
hours.

Education and experience

Middle with two years or above relevant experience.
40. SWEEPER (BS01)

Job description

() To clean office premises and other assigned areas by sweeping, mopping an
scrubbing.

(i) To clean, toilet and washroom andstck paper and soap supplies.
(i) To perform miscellaneous related duties as assigned.

Education and experience

At least Primary with two years or above experience in the relevant field.

SCHEDULE Il
[See rules 4(7) and 4(11)]
Organizational Structure of Cybercrime Wing

The cybercrime wing of the Federal Investigation Agency comprises of an
Additional Director General's office, Directors' office/lheadquarters, zonal offices,
cybercrime reporting centers and forensic laboratories. The organizational structure o
cybercrime wing is attached as annexure A, B, C, D and E as under:

Annex-A




Annex-B

Cybercrime Headquarters
Position BPS | No. of
Positions
Additional Director General |21 1
Director Operation 20
Director Administration 70
Additional Director Admin 19
Additional Director Crime 19
Deputy Director Crime 18
Deputy Director (R&D) 18
Deputy Director Law 18
Deputy Director Software 18
Deputy Director Network 18
Security
Deputy Director Accounts 18
Deputy Director/Human 18
Resource Officer
Assistant Director Accounts | 17
Assistant Director Admn. 17
Assistant Director Logistic 17
Assistant Director/Investigato| 17
Assistant Director Stress 17
Counselor
Press and Media Relations | 17
Officer
Victim and Witness Support | 17
Officer
Assistant Director (R&D) 17
Assistant Director Web 17
Assistant Network 17
Administrator
Assistant Director Help Desk | 17
Assistant Director Training 17
Cyber Crimes Analyst 16
Graphic Designer 16
Office Superintendent 16
Inspector Investigator 16
Inspector MTO 16
Inspector Security 16
Inspector PSO 16
Inspector Training 16
SubInspector Training 16
Sub Inspectofinvestigator 14
Technical Assistant 14
Personal Assistant 14
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uDC

Helpdesk Officer (ASI)
Store Incharge (ASI)
LDC

Head Constable
Constable

Dispatch Rider
Driver Constable
Naib Qasid
Sweeper

Electrician

|
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Annex-C

Cybercrimes Zonal Office
Positions BPS | Positions

Additional Director Zone 19
Deputy Director Zone 18
Assistant Director Accounts |17
Office Superintendent 16
Personal Assistant 14
ubC 11
LDC 9
Constable
Dispatcher
Driver Constable
Naib Qasid
Sweeper
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Annex-D

Cybercrimes Reporting Center
Positions BPS | Positions

Circle In-charge 18
Assistant Director/Investigato| 17
Assistant Director Stress 17
Counselor
Victim and Witness Support | 17
Officer
Cybercrime Analyst 16
Assistant Director Help Desk | 17
Help Desk Officer, ASI 9

Assistant Director Laws 17
Assistant Director Network 17
Inspectofinvestigator 16
Sub Inspecteinvestigator 14




ASI (Moharrar Malkhana)
ASI (Court Pervi officer)
ASI (Moharrar Reporting
Center)

ASI (Guard Incharge)
Head Constable
Constable

Dispatch Rider

Driver Constable

Naib Qasid

Sweeper

Digital Forensics Lab
Position BPS | Positions

Deputy Director Forensics 18
Assistant Director Forensics | 17
Assistant Director Hardware | 17
Assistant Director Database | 17
Assistant Director Network 17
Technical Assistant 14
Driver Constable 5

Security Officer (ASI) 9
Naib Qasid 2
1
1

Electrician
Sweeper
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SCHEDULE 1

[See rule 4(8)]

CYBERCRIME REPORTING CENTERS
Locations
Islamabad
Rawalpindi
Karachi

Sukkur
Hyderabad
Lahore
Faisalabad
Multan
Gujranwala
Peshawar

Dera Ismail Khan
Abbottabad




SCHEDULE IV
[See rules 7(2) and 7(3)]

Annex- A
INVESTIGATION WORK PLAN
Case No:
Implicated Persons:
Investigation Plan
date:
Name of Investigator

1. Allegations

(A brief summary of the reported complaint, including circumstances relevant to the
matter being investigated)

2. Applicable legal norms

(State applicable laws (PECA 2016, PPC, etc.) pertaining to the reported crime)

3. Implicated persons

State name(s) of persons involved in the complaint and complete address and contal
details.

4. Work Plan steps and timelines
() INVESTIGATIVE ACTION

{Identify interviewees, their contact details and a tentative schedule. Also, address
issues of availability, order of interviews and special needs (e.g. interpreter, guardian}

PROPOSED INTERVIEWS

Status Contact | Purpose | Tentative

(complainant, Info of date/availability
accused, (phone | Interview
witness, and e
victim) mail)

(1) EVIDENCE/RECORDS PRESERVATION AND COLLECTION

{ldentify known and possible sources of evidence and specify means/process fo
securing those sources and collecting recelds files, electronic data etc.}

COLLECTION OF EVIDENCE / RECORDS




Evidence/Records | Means of Date
to be Collected Collection/Contact Completed
Point

5. Travel/mission plan

{Proposed travel in connection with investigatieninclude travel dates, length,
purpose, location(s), number of investigator(s)/ support required, and an estimation of costg

6. Resources
() EQUIPMENT/INVESTIGATION TOOLS

{List required equipment for investigation, including laptop computer; portable
printer; external hard drive; flash drive; digital camera; digital audio recorder; hard disk
cloning software; SIM card reader/bauak; evidence bags/seals)

(1) FORENSICS/EXTERNAL EXPERTISE

{List any forensic/external support or specialized forensic equipment required for the
investigation.)

Type of evidence | Explanation Date obtained

Name and signature of assigned investigator:
Date:

Investigation Plan approved by:
(Circle in-Charge, Investigation)

Date:

INVESTIGATION REPORT STRUCTURE
. Background

This section outlines the background of alleged complaint or the activity investigated,
when and how allegations surfaced, and locations of investigations. It also provides the na
and job title of the person who authorized the investigation amtetims of reference of the
investigation.

2. Persons Implicated

This section of the report provides the details about allegations made by the
complainant against the investigation subjects.

3. Applicable Sections of Law

This section outlines the relevant provisions of Prevention of Electronic Crimes Acts
2016 (PECA), Pakistan Penal Code (P.P.C.) and other relevant laws on FIA schedule th{
have been violated.

4. Investigation Proceedings/Methodology




This provides methods used to undertake investigations such as interviews o
witnesses, subjects, documents and evidence collected and field missions undertakel.
Reports should include both exculpatory and inculpatory evidence.

If the offences under investigation are compoundable, bailable andawpmzable or
non-bailable, norcompoundable and cognizable as provided under section 43 of the Act, the
investigation officer shall follow the requisite course of action in kvieh the relevant
provisions of the Act and the Code.

5. Findings

The investigation findings provide a detailed account of the facts of the case. This
section explains the investigative steps undertaken, how evidence was obtained, results [jif
the evidence and how evidence is relevant to the allegations and concloisithe
investigation.

In short, the findings of the report:
() Summarizes the key evidence from each witness statement
(i) What facts have been established
(i)  What facts have not been established
(iv) Whether there are any mitigating factors to consider
(v) Whether there is any other relevant information to consider
. Conclusion

Conclusion provides summary of the investigation based on the established facts an
how they relate to the allegations and applicable laws. This section of the report describes s
to whether or not the allegations were substantiated.

7. Recommendations
Recommendations should be supported by the investigative findings.

SCHEDULE V
[See rule 8(2)]

SEIZURE MEMO
(FORM -1)
Case Number:
ltem:

Date of seize:
Time:

Location:

Details of Person:

Details of Person from whom item(s) seized:
Address / Telephone Number / Email:

Description of item(s)




Description of item seized:
Make/model:

Serial numbers:

Colour:

Condition:

Number of pages (if
documents):

Any other identifying marks:

(Each exhibit must be supplied with its own unique identification number. Complete
a separate memo for each exhibit/evidence).

Name Signature

Investigator
Witness 1
Witness 2

CHAIN OF CUSTODY

(FORM - 2)

(Refers to the chronological documentation of each individual exhibit; showing the
seizure, custody, control, transfer, analysis and disposition of evidence, physical or
electronic. Every person who takes control of the item is to be recorded ichtie of
custody.)

Case/ Date/ Description| Delivered | Received
Exhibit/ Time/ of by by

Seizure Location | Evidence
Number | of transfer

SCHEDULE VI
[See rule 12(1)]

Management and Working of Digital Forensic Laboratory
Introduction

Digital forensics is the science of acquiring, retrieving, preserving and presenting
data that has been processed electronically and stored on digital media. It employ|
specialized techniques for recovery, authentication and analysis of electratacird
corporate, civil, and criminal cases. Under section 29 of the Act, the digital forensic
laboratory is the facility that provides these examinations. Specialized hardware and softwa
products are utilized in investigation of computer system, eleictrdevices, or any device
that contain a processor and memory in order to determine the who what where when a
how issues of usage.

In order to ensure evidence is not destroyed or compromised in any way, forensig
experts must be careful not to handle the evidence more than necessary, as over handling (ja
possibly change the data. Moreover, the data gathered is rarely analythedsame machine




from which it was obtained. Experts should be on the lookout for traps such as intrusio
detection devices and salestruct mechanisms installed on digital devices by the suspects
of crimes as countermeasures against forensic practieesilEeview is aother technique

by the experts to gather large amounts of digital evidence that could be in the body of th
message or in attachments.

2. Responsibilities
2.1 Digital Lab Supervisor

The Digital Forensic Laboratory of Cybercrime Wing shall be managed and
supervised by a Deputy Director Forensics who acts as the Technical Supervisor for thi
section. His/her responsibilities include, but are not limited, to administrative, ssqsrv
and the operational functions of the Digital Forensic Laboratory section. The major
responsibilities of supervisor may include:

() acting as a senior forensic expert for the Lab.
(i) ensuring that new personnel are trained to meet the section's quality standards.
(ili) Conducting annual performance reviews of Lab personnel.

(iv) Performing administrative/technical reviews of case records submitted by Lab
personnel.

(v) Administering competency and proficiency tests to Lab personnel.
(vi) Ensuring hardware, software and equipment are in proper working conditions.

(vii) Ensuring that all quality standards are met as required for the section approving
validation studies on hardware and software used for forensic casework.

(viii) Recommending software and hardware to be implemented in the laboratory.
2.2 Digital Forensic Expert

A Digital Forensic Expert is a staff member who is authorized to examine digital
evidence in assigned case work. Contingent on training and authorization, the duties of a
expert may include the following:

(i) Perform extraction and recovery of digital data from electronic devices.

(i) Write impartial test reports with details pertaining to their extraction and/or recovery
of digital data.

(i) Perform technical and administrative reviews of submitted case records.

(iv) Respond to oiscene incident call outs and assist cyber investigators in identifying
devices that may contain evidence.

(v) Provide expert testimony in court.
(vi) Provide training and mentor guidance to new personnel.
(vii) Ensure hardware, software and equipment is in proper working conditions.

(viii) Conduct performance checks on software and hardware to be used for forensig
casework.




3. Digital Forensic Lab Standards

The application and interpretation of applicable Lab standards to the digital forensics
discipline requires both practical and realistic solutions. Some of the required standards ma
include:

() New technical procedures must be validated to prove their efficacy in examining
evidence material before being implemented on casework.

(i) Controls and standard samples must be used and documented in the case record
ensure the validity of the testing parameters and, thereby, the conclusion.

(i) Instruments/equipment should be adequate and properly maintained for the
procedures used.

(iv) Instruments/equipment must be properly calibrated and calibration records
maintained for all calibrated instruments.

(v) Forensic personnel must qualify as expert withesses in computer evidence
processing.

(vi) Personnel must be trained in computer evidence processing procedures.

(vii) A training program to develop the technical skills of personnel is essential in each
applicable functional area. Personnel must be trained on multiple tool types.

(viii) Multiple sets of tools must be available for digital examinations.

(ix) Personnel must have sufficient depth to handle multiple cases.

(X) Experts must be certified.

(xi) Internal forensics capabilities must meet potential legal challenges.

(xii) Digital processing power and media storage must be state of the art.

(xiii) Evidence must be protected and accessible to only authorized personnel.
(xiv) The chainof-custody must be maintained and documented.

. Digital Forensic Examination Process

In order to achieve scientifically reliable and legally acceptable results in digital
forensics, the cybercrimes forensic laboratory of FIA employs following four phases
examination process:

(i) Assessment

(i) Acquisition

(i) Examination

(iv) Documentation and Reporting

5. Evidence Assessment
5.1 Principle




The digital evidence should be thoroughly assessed with respect to the scope of th
case to determine the course of action.

5.2 Procedure

Conduct a thorough assessment by reviewing the search warrant or other lega
authorization, case detail, nature of hardware and software, potential evidence sough
evidence items are sealed or not, condition of evidentiary item and the circunsstance
surrounding the acquisition of the evidence to be examined.

5.3 Case assessment
Review the case investigator's request for service.
() Identify the legal authority for the forensic examination request.
(i) Ensure there is a completed request for assistance.
(i) Complete documentation of chain of custody.

Consult with the case investigator about the case and let him/her know what the
forensic examination may or may not discover. When talking with the investigator about the
facts of the case, consider the following:

(i) Discuss whether other forensic processes need to be performed on the evidence (e.{j.
search key words, tool marks, trace, and questioned documents).

(i) Discuss the possibility of pursuing other investigative avenues to obtain additional
digital evidence (e.g., sending a preservation order to an Internet service provider (ISP
identifying remote storage locations, obtainingail).

(iii) Consider the relevance of peripheral components to the investigation. For example
in forgery or fraud cases consider rRoomputer equipment such as laminators, credit card
blanks, check paper, scanners, and printers.

(iv) Determine the potential evidence being sought (e.g., photographs, spreadsheet
documents, databases, financial records).

(v) Determine additional information regarding the case (e.g., alias@sjleaccounts,
e-mail addresses, ISP used, names, network configuration and users, system logs, passwo
user names). This information may be obtained through interviews withsyhem
administrator, users, and employees.

(vi) Assess the skill levels of the computer users involved. Techniques employed b
skilled users to conceal or destroy evidence may be more sophisticated (e.g., encryptioif,
booby traps, steganography).

(vii) Prioritize the order in which evidence is to be examined.
(viii) Determine if additional personnel will be needed.
(ix) Determine the equipment needed.

The assessment might uncover evidence pertaining to other criminal activity (e.qg.,
money laundering in conjunction with narcotics activities).

6. Evidence Acquisition

6.1 Principle




Digital evidence, by its very nature, is fragile and can be altered, damaged, o
destroyed by improper handling or examination. For these reasons special precautions sho
be taken to preserve this type of evidence. Failure to do so may rendas#hle or lead to
an inaccurate conclusion.

6.2 Procedure

Acquire the original digital evidence in a manner that protects and preserves the
evidence. The basic steps include as under:

(i) Secure the original digital evidence through making bit by bit imaging of the
evidence.

(i) Document hardware and software configuration of the examiner's system.

(i) Verify operation of the examiner's computer system to include hardware and
software.

(iv) Disassemble the case of the computer to be examined to permit physical access
the storage devices.

(v) Take care to ensure equipment is protected from static electricity and magnetic fields

(vi) Identify storage devices that need to be acquired. These devices can be interna
external, or both.

(vii) Document internal storage devices and hardware configuration.

(viii) Drive condition (e.g., make, model, geometry, size, jumper settings, location, drive
interface).

(ix) Internal components (e.g., sound card; video card; network card, including media
access control (MAC) address; personal computer memory card international associatio
(PCMCIA) cards).

(x) Disconnect storage devices (using the power connector or data cable from the bac
of the drive or from the motherboard) to prevent the destruction, damage, or alteration o
data.

(xi) Retrieve configuration information from the suspect's system through controlled
boots.

(xii) Perform a controlled boot to capture CMOS/BIOS information and test
functionality.

(xiii) Boot sequence (this may mean changing the BIOS to ensure the system boots fro
the floppy or CBROM drive).

6.3 Date and time capture.

(i) Perform a second controlled boot to test the computer's functionality and the forensi
boot disk.

(i) Ensure the power and data cables are properly connected to the floppyROND
drive and ensure the power and data cables to the storage devices are still disconnected.

(i) Place the forensic boot disk into the floppy or-®®M drive. Boot the computer
and ensure the computer will boot from the forensic boot disk.




(ix) Reconnect the storage devices and perform a third controlled boot to capture the driv
configuration information from the CMOS/BIOS.

(v) Ensure there is a forensic boot disk in the floppy o-ROM drive to prevent the
computer from accidentally booting from the storage devices.

(vi) Drive configuration information includes logical block addressing (LBA); large disk;
cylinders, heads, and sectors. (CHS); or adagect.

6.4 Power system down.

(i) Whenever possible, remove the subject storage device and perform the acquisitio
using the examiner's system. When attaching the subject device to the examiner's systelf,
configure the storage device so that it will be recognized.

(i) Exceptional circumstances, including the following, may result in a decision not to
remove the storage devices from the subject system.

(i) RAID (redundant array of inexpensive disks). Removing the disks and acquiring
them individually may not yield usable results.

(iv) Laptop systems. The system drive may be difficult to access or may be unusablg
when detached from the original system.

(v) Hardware dependency (legacy equipment). Older drives may not be readable i
newer systems.

(vi) Equipment availability. The examiner does not have access to necessary equipme
Network storage. It may be necessary to use the network equipment to acquire the data. Whijin
using the subject computer to acquire digital evidence, reattach the ssitojeie device
and attach the examiner's evidence storage device (e.g., hard drive, tape dfR¥/,GID).

(vii) Ensure that the examiner's storage device is forensically clean when acquiring th¢
evidence. Write protection should be initiated, if available, to preserve and protect original
evidence.

Note: The examiner should consider creating a known value for the subject evidence
prior to acquiring the evidence (e.g., performing an independent cyclic redundancy chec
(CRC), hashing).

() Depending on the selected acquisition method, this process may already bd
completed. If hardware writes protection is used:

(i) Install a write protection device.
(i) Boot system with the examiner's controlled operating system.

(iv) If software writes protection is used.

(v) Boot system with the examineontrolled operating system.

(vi) Activate write protection.

(vii) Investigate the geometry of any storage devices to ensure that all space is accountejp
for, including hostprotected data areas (e.g., Alowst specific data such as the partition table
matches the physical geometry of the drive).



(viii) Capture the electronic serial number of the drive and other-assgssible, host
specific data. Acquire the subject evidence to the examiner's storage device using th
appropriate software and hardware tools, such as.

(ix) Standalone duplication software.
(x) Forensic analysis software suite.
(xi) Dedicated hardware devices.

(xii) Verify successful acquisition by comparing known values of the original and the
copy or by doing a sectdry-sector comparison of the original to the copy.

7. Evidence Examination

7.1 Principle

General forensic principles apply when examining digital evidence. Different types
of cases and media may require different methods of examination. Persons conducting
examination of digital evidence should be trained for this purpose.

7.2 Procedure

Conduct the examination on data that have been acquired using accepted forens
procedures. Whenever possible, the examination should not be conducted on origing
evidence. When conducting evidence examination, consider using the following steps:

7.2.1 Preparation (Step 1)

Prepare working directory/directories on separate media to which evidentiary files
and data can be recovered and/or extracted.

7.2.2 Extraction (Step 2)

Discussed below are two different types of extraction, physical and logical. The
physical extraction phase identifies and recovers data across the entire physical drive witho
regard to file system. The logical extraction phase identifies andeexéiles and data based
on the installed operating system(s), file system(s), and/or application(s).

(a) Physical extraction

During this stage the extraction of the data from the drive occurs at the physical leve
regardless of file systems present on the drive. This may include the following methods
keyword searching, file carving, and extraction of the partition tabteunused space on the
physical drive.

() Performing a keyword search across the physical drive may be useful as it allows th{
examiner to extract data that may not be accounted for by the operating system and fil
system.

(i) File carving utilities processed across the physical drive may assist in recovering ang
extracting useable files and data that may not be accounted for by the operating system aljd
file system.

(i) Examining the partition structure may identify the file systems present and
determine if the entire physical size of the hard drive is accounted for.



(b) Logical extraction

During this stage the extraction of the data from the drive is based on the file
system(s) present on the drive and may include data from such areas as active files, deletjld
files, file slack, and unallocated file space. Steps may include:

Extraction of the file system information to reveal characteristics such as directory
structure, file attributes, file names, date and time stamps, file size, and file location.

() Data reduction to identify and eliminate known files through the comparison of
calculated hash values to authenticated hash values.

(i) Extraction of files pertinent to the examination. Methods to accomplish this may be
based on file name and extension, file header, file content, and location on the drive.

(i) Recovery of deleted files.
(iv) Extraction of passworgrotected, encrypted, and compressed data.
(v) Extraction of file slack.
(vi) Extraction of the unallocated space.
7.2.3 Analysis of extracted data (Step 3)

Analysis is the process of interpreting the extracted data to determine their
significance to the case. Some examples of analysis that may be performed includ
timeframe, data hiding, application and file, and ownership and possession. Analysis ma
require a review of the request for service, legal authority for the search of the digital
evidence, investigative leads, and/or analytical leads.

(a) Timeframe analysis

Timeframe analysis can be useful in determining when events occurred on a compute
system, which can be used as a part of associating usage of the computer to an individual(f)
at the time the events occurred. Two methods that can be used are:

() Reviewing the time and date stamps contained in the file system metadata (e.qg., laJ
modified, last accessed, created, change of status) to link files of interest to the timeframej;
relevant to the investigation. An example of this analysis woulddieg the last modified
date and time to establish when the contents of a file were last changed.

(i) Reviewing system and application logs that may be present. These may include errg
logs, installation logs, connection logs, security logs, etc. For example, examination of g
security log may indicate when a user name/password combination wasousedinto a
system.

Note: Take into consideration any differences in the individual's computer date and
time as reported in the BIOS.

(b) Data hiding analysis

Data can be concealed on a computer system. Data hiding analysis can be useful
detecting and recovering such data and may indicate knowledge, ownership, or inten
Methods that can be used include:



(i) Correlating the file headers to the corresponding file extensions to identify any
mismatches. Presence of mismatches may indicate that the user intentionally hid data.

(i) Gaining access to all passwepdotected, encrypted, and compressed files, which
may indicate an attempt to conceal the data from unauthorized users. A password itself mg
be as relevant as the contents of the file.

(i) Gaining access to a hegtotected area (HPA). The presence of «geated data in
an HPA may indicate an attempt to conceal data.

(c) Application and file analysis

Many programs and files identified may contain information relevant to the
investigation and provide insight into the capability of the system and the knowledge of thg
user. Results of this analysis may indicate additional steps that need to heirtatke
extraction and analysis processes. Some examples include:

() Reviewing file naives for relevance and patterns.

(i) Examining file content.

(i) ldentifying the number and type of operating system(s).
(iv) Correlating the files to the installed applications:

(v) Considering relationships between files. For example, correlating Internet history to
cache files and-enail files to email attachments.

(vi) Identifying unknown file types to determine their value to the investigation.

(vii) Examining the users' default storage location(s) for applications and the file structure
of the drive to determine if files have been stored in their default or an alternate location(s)

(viii) Examining usefrconfiguration settings.

(ix) Analyzing file metadata, the content of the userated file containing data
additional to that presented to the user, typically viewed through the application that create
it. For example, files created with word processing applications may inaluttiership, time
last edited, number of times edited, and where they were printed or saved.

d. Ownership and possession

In some instances, it may be essential to identify the individual(s) who created,
modified, or accessed a file. It may also be important to determine ownership anc
knowledgeable possession of the questioned data. Elements of knowledgeable possessifjin
may be based on the analysis described above, including one or more of the following factor

() Placing the subject at the computer at a particular date and time may help determin
ownership and possession (timeframe analysis).

(i) Files of interest may be located in ndefault locations (e.g., usereated directory
named "child porn") (application and file analysis).

(i) The file name itself may be of evidentiary value and also may indicate the contentg
of the file (application and file analysis).

(iv) Hidden data may indicate a deliberate attempt to avoid detection (hidden data
analysis).



(v) If the passwords needed to gain access to encrypted and pagswotacted files are
recovered, the passwords themselves may indicate possession or ownership (hidden d
analysis).

(vi) Contents of a file may indicate ownership or possession by containing information
specific to a user (application and file analysis).

7.2.4 Conclusion (Step 4)

In and of themselves, results obtained from any one of these steps may not b
sufficient to draw a conclusion. When viewed as a whole, however, associations betwee
individual results may provide a more complete picture. As a final step in the reataoni
process, be sure to consider the results of the extraction and analysis in their entirety.

8. Documentation and Reporting
8.1 Principle

The examiner is responsible for completely and accurately reporting his or her
findings and the results of the analysis of the digital evidence examination. Documentatio
is an ongoing process throughout the examination. It is important to acguraterd the
steps taken during the digital evidence examination.

8.2 Procedure

All documentation should be complete, accurate, and comprehensive. The resulting
report should be written for the intended audience.

8.3Ex ami maetasod s

Documentation should be contemporaneous with the examination, and retention o
notes should be consistent with departmental policies. The following is a list of general
considerations that may assist the examiner throughout the documentation .process

(i) Take notes when consulting with the case investigator and/or prosecutor.
(i) Maintain a copy of the search authority with the case notes.

(i) Maintain the initial request for assistance with the case file.

(iv) Maintain a copy of chain of custody documentation.

(v) Take notes detailed enough to allow complete duplication of actions.

(vi) Include in the notes dates, times, and descriptions and results of actions taken.

(vii) Document irregularities encountered and any actions taken regarding the
irregularities during the examination.

(viii) Include additional information, such as network topology, list of authorized users,
user agreements, and/or passwords.

(ix) Document changes made to the system or network by or at the direction of
Government/Public sector organizations or the examiner.

(x) Document the operating system and relevant software version and current, installeg
patches.

a



(xi) Document information obtained at the scene regarding remote storage, remote usq
access, and offsite backups.

During the course of an examination, information of evidentiary value may be found
that is beyond the scope of the current legal authority. Document this information and bring
it to the attention of the Director Cybercrime Wing because the infoomatiay be needed
to obtain additional search authorities.

8.4E X a mi nmepartd s

This section provides guidance in preparing the report that will be submitted to the
investigator, prosecutor, and others. These are general suggestions; departmental policy mjly
dictate report writing specifics, such as its order and contents.eplogtrmay include:

() Identity of the reporting agency.

(i) Case identifier or submission number.
(i) Case investigator.

(iv) Identity of the submitter.

(v) Date of receipt.

(vi) Date of report.

(vii) Descriptive list of items submitted for examination, including serial number, make,
and model.

(viii) Identity and signature of the examiner.

(ix) Brief description of steps taken during examination, such as string searches, graphid
image searches, and recovering erased files.

(x) Results/conclusions.
8.5 Summary of findings

This section may consist of a brief summary of the results of the examinations

performed on the items submitted for analysis. All findings listed in the summary should alsc
be contained in the details of findings section of the report.

8.6 Details of findings

This section should describe in greater detail the results of the examinations and ma
include:

(i) Specific files related to the request.
(i) Other files, including deleted files that support the findings.
(i) String searches, keyword searches, and text string searches.

(iv) Internetrelated evidence, such as Web site traffic analysis, chat logs, cache-files, e
mail, and news group activity.

(v) Graphic image analysis.
(vi) Indicators of ownership, which could include program registration data.
(vii) Data analysis.



(viii) Description of relevant programs on the examined items.

(ix) Techniques used to hide or mask data, such as encryption, steganography, hiddg
attributes, hidden partitions, and file name anomalies.

8.7 Supporting materials

List supporting materials that are included with the report, such as print outs of
particular items of evidence, digital copies of evidence, and chain of custody documentation

8.8 Glossary

A glossary may be included with the report to assist the reader in understanding an
technical terms used. Use a generally accepted source for the definition of the terms a
include appropriate references.

DIGITAL EVIDENCE RECEIVING
(FORM-1)

1. Receiving Details

Sr. | Laboratory Date and
# Case File No. Time of
Receiving

Name of the
Organizing
from which
the
equipment is
received

Address
Contact
No.

Type of
evidence in
the required
by the said
organization

2. Detail of Digital Equipment

Sr. #| Item No. [ Description | Model Brand/Manufacture
of the No./ Serial| Name
evidence No.

3. Chain of Custody Log

Sr. # | Exhibit/ Date/ Time/ Delivered | Received
Seizure Location of by by
Number transfer




| | | |
CHECKLIST FOR ANALYSIS OF DIGITAL DEVICES

IN FORENSIC LAB
(FORM-4)

Task/Operation Check
Box

Physically examine the received
electronic/digital media devices in order
identify the significant problems/ damage
items.

Verify the integrity of seized items.
Tagged all received items like CPU, harg
disks, CDs, USBs, etc

Photograph all received items.

Fill form "F-31" (Electronic Device
Receiving Form).

Always use write blocker.

Open/remove the CPU case and
Photograptthe internal components
Search for fire flash drives.

Document all the items along with serial
#/model # and brands name

Firstly read the requirement(s) of
investigation officer/reporting agency.
Always use physical/bit stream image fo
forensic analysis/examination. (Hashing
Import all bit stream data into the softwa
(FTK, Encase etc.)

Index all imported data

Carving the data

Analyze the evidence such that analysis
should meet the requirements of
investigation officer/reporting agency
Record/print the timeline and directory
structure of the evidence.

Perform keyword search

See recent documents/files

Search for deleted items

Visualize the internet
history/cookies/email correspondence, e
Search in normal files/hidden
files/encrypted files, etc.

Evaluate the file slack and swap files, et
Document the computer media analysis
report




Verify your findings in comparison with
the requirements provided by the
IO/reporting agency

Stored the item/evidence securely in locl
Prepare and signed the forensic report fq
further case processing.

SCHEDULE VI
[See rule 17(5)]

Terms of Reference of Joint Investigation Team
Introduction

One aspect of close coordination between FIA, police and other intelligence agencie
is the referral of cases to Joint Investigation Team, and the related sharing of investigativ
reports, forensic analysis and sensitive case information. Closaboadition in criminal
cases are signs of trust and partnership between Government/Public sector organizations gjid
intelligence agencies.

The government on its own or at the request of the investigation agency, ma
constitute one or more joint investigation teams, comprising of representatives from cyber
crimes wing, provincial police and intelligence agencies. The joint investigéam so
constituted by the government shall jointly work to investigate offences under the Act. The
team shall work under clearly defined Terms of Reference covering its essential elemen
and parameters.

Purpose of Terms of Reference

The purpose of these terms of reference is to clarify the composition, responsibilities
duties, and limitations of any joint investigative team appointed by the government, for the
purpose of conducting a joint investigation.

Mandate of Joint Investigation Team

The mandate of the Joint Investigation team is to plan and conduct a joint
investigation into cases under the Act.

Appointment and Composition of Investigation Team

Upon registration of a case under above referred sections, the concerned Cybercri
Circle in-charge will refer the case to the Director General (DG) FIA through the Office of
Additional Director General for Cyber Crimes. Depending on the seriosisri¢le offence,
DG FIA will forward the case to the Ministry of Interior for the constitution of Joint
Investigation Team. Upon constitution of Joint Investigation Team, the FIA Cybercrime
Wing will take the overall "lead" for the completion of investiga and its submission
before the competent Court.

In the case of a joint investigation, the Head of the Cybercrime Wing, the Head of
local Police and the Heads of the respective intelligence agencies will be responsible fo
nominating the Joint Investigation Team members. To ensure objectivilgcaodntability,
the investigation team will be comprised of a minimum of three persons, one lead investigato
and two supporting investigators as under:



(i) Officer(s) of the Cybercrime Wing not below the rank of-BS
(i) Officer(s) of the intelligence agency(s) not below the rank of B8 and
(i) Officer(s) of provincial/local police not below the rank of BS8.

Responsibilities of the Joint Investigation Team

The appointed Joint Investigation Team is responsible for the following:
(i) Developing a clear and comprehensive investigation plan.

(i) Conducting the investigation in accordance with the Act and Prevention of Electronic
Crimes Investigation Rules, 2018.

(i) Evaluating and making recommendations on the needs of the victim and witnesses

(iv) Reporting the conclusions of the investigation and the investigation process to thg
Head of the Cybercrime Wing, the Heads of participating intelligence agencies and police.

(v) Producing an accurate and comprehensive report of the investigation.

The investigative responsibilities of the Joint Investigation Team shall apply to the
specific case only. They do not apply to other offences unrelated to the case undg
investigation. Furthermore, the Joint Investigation Team is responsible farmenshat the
scope of the investigation remains restricted to the allegation and does not involve querieg
interviews, document collection, or any other investigative action which seeks information
unrelated to the allegation.

Responsibilities of lead investigator

The lead investigator's responsibilities are to oversee the investigation, take strategi
decisions and create the conditions for investigators to do their work. This includes:

() Making the key decisions about the direction of the investigation;

(i) Liaising with external institutional stakeholders, such as national authorities and
other agencies;

(i) Managing the relationship between the investigation team and the participating
agencies; and

(iv) Preparing the final investigation report.

Responsibilities of investigators

Investigators are responsible for the dayday conduct of the investigation, as
defined by TORs. Normally, their responsibilities include:

(i) Developing the investigation plan;

(i) Assessing and making recommendations on safety and confidentiality;

(i) Securing evidence;

(iv) Gathering evidence;
(vi) Assisting the lead investigator in preparation of the final report; and

(vi) Making a finding on the evidence.




Basic qualifications of JIT members

At minimum, JIT members must be:
(i) Professionat exercise sound judgment and exhibit skill;

(i) Responsible trustworthy, dependable and personally accountable for the decisions
they take throughout the investigation;

(i) Qualified - have undergone investigation training, and are experienced in
investigations;

(iv) Independent have no material, personal or professional interest in the outcome of
the complaint and no personal or professional connection with any witnesses (especially t
complainant and accused of the investigation).

Persons responsible for the investigation must maintain objectivity, impartiality and
fairness throughout the investigative process and conduct their activities competently an
with the highest levels of integrity.

Witness preferences

Keeping in view the nature of case, the investigation team members must be specialig
in their field. It is always best to focus on the right skill set over witness preferences whe
composing the team as there is no rule that each member of tiséigati®n team must meet
the preferences of all withesses involved. Nevertheless, the investigators should try to makj
sure that the survivor and any vulnerable witnesses feel comfortable with whoever ig
interviewing them.

Interpreters and translators

In some cases, interpretation and translation during interviews will be necessary. |
such cases, the Joint Investigation Team will take measures to ensure that qualified arji
experienced interpreters and translators are made available to the witsasgvor. Ideally,
investigators will speak the language of most of the potential witnesses. If this is not possibl
they should choose an interpreter who, like them, is competent, discreet, independent arj
appropriate. In addition, the interpreter shwnderstand the nuances of witnesses' language.
Moreover, interpreters and translators must sign an oath of confidentiality and should bé
relied on to maintain that agreement. Interpreters must be instructed to interpret directly whg
witnesses say withd comment or inference.

Other experts

Sometimes, managers should consider taking expert advice or assistance fro
outsiders. These may include computer specialists, lawyers withuntry legal expertise
and specialists in interviewing children or people with disabilities.

Confidentiality

Confidentiality during the investigation process is critically important. The
complainant, the witnesses, the accused, and the investigators themselves can be put{fn
danger as a result of the investigation taking place. Therefore, the Joint Iatiestijeam
will define those persons who will be privy to any information to surface throughout the
course of investigation and ensure that the victim and other witnesses are informed of wh
will be made aware of the investigation process and conclusions.

The joint investigation team members will keep all information related to the

investigation in the strictest confidence and each investigator agrees that any information g



evidence to surface during the investigation will be shared only with the Cybercrime Wing
and the relevant Heads of police and intelligence agencies.

SCHEDULE VI
[See rules 19(1) and 19(2)]

REPORT TO THE PARLIAMENT
(Section 53 of the Prevention of Electronic Crimes Act, 2016)

Executive Summary:

(Brief account of salient features of the Cybercrime Wing's activities from- Jan
Jun/July- Dec)

(FORM-1)

Categorization of Cases
Cyber [ Unauthor | Critical Hat [ Electron | Makin Sexual
Crime | ized infrastructure/ |e ic Fraud/| g, Exploitat
Main | Access to| Cyber Terrorism| Spe | Forgery | obtain ion and
Categ | System/ ech ing Abuse
ory Data device
used
in
offenc

e
111
9 |5

PECA
Sectio
ns
Januar
y
Febru
ary
March
April
May
June
July
Augus
t
Septe
mber
Octob
er
Nove
mber
Dece
mber
Total






































































